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ABSTRACT

The main aim of this research was to automate studdéendance registration, thereby
reducing human involvement in the whole processs Mras made possible using Radio

Frequency Identification (RFID) technology.

The Central University of Technology uses studeards that are compatible for use with
RFID technology. As a result, no initial investmefexcept for the existing personal

computer’s and the constructed RFID reader) irastfucture was required for this project.

The basic working of the project was as followse Btudents belonging to a specific class had
their vital educational data (Student number, Naem¢red into a database table at the time of
registration. A student card containing a seriahbar, with reference to the data contained in

the database table, was given to the studentsrafijestration.

The students walk into their respective classes swaoh their student cards with the RFID
reader. The serial number stored in the studeidt isatransferred to the reader and from there
wirelessly to the main server using ZigBee techggloln the main server, using Java
programming language, the card serial number ig $enthe Integrated Development

Environment (IDE). In this project the Netbeans I@3Bva platform) was used.

The Netbeans IDE is connected to the Apache Dealtgbadse using Java Database Connector

(JDBC), so the serial number (which is referencethé educational data of the students) from

the student card is automatically compared withdhginal database created at the time of



registration. Once a match is confirmed betweentiee entries, the data is entered into a

separate database table which serves as the kia@sidaance sheet for a specific day.
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PART 1

CHAPTER 1 INTRODUCTION

The monitoring and registration of attendance g aducational institution is an important

but often neglected procedure. Distribution of rad@nce sheets, getting them filled in by the
students, safekeeping of the sheets and finalgriegt the information into a central database
system is an essential but painstaking processabbeementioned factors, coupled with the
main responsibility of the lecturers, namely lertgrand evaluating answer scripts, can

undermine the important role that attendance nmegish plays in any educational institution.

The use of technology in attendance registration éeolved at a slower pace than the
corresponding growth in other areas of educatiorsitutions, such as the use of projectors

and e-education [1], to name only a few.

The tight schedules of lecturers and the need dace the paperwork involved in manual
attendance registration require an innovative goiuto improve the monitoring of student
participation in an educational institution. Theeud Radio Frequency Identification (RFID)
technology to automate attendance registrationrésgnted in this thesis as a possible

solution to the challenge posed here.

However, the consideration and adoption of RFIhtetogy as a possible solution has been
slow. This is due to various factors, notably tloplsstication of the technology itself.
However, an important criticism of RFID technolagythe question of the cost of developing

an efficient solution.



The objections mentioned in the paragraph above baen overcome to a small extent by a
number of salient developments in the field of REéBhnology in the recent past. The use of
RFID technology in access control [2] and the tethbpping sector [3] have considerably
decreased the costs of major elements of RFID tdoby [4]. These developments have also

helped to give much-needed exposure to RFID teogyol

RFID is a technology that is capable of transfeyrdiata from one end of the communication
link to the other with minimal human interventids, p.10]. This aspect of RFID technology

is perceived as a critical element that will assiginding a solution.

1.1 Scope of the Research

In this research, the Central University of Teclggl Free State, was used as a basis for
defining the problem and finding a solution. A t@ao is given at the end of this thesis

which extended as solution to other educationditirt®ns facing similar challenges.

1.2 Research Obijectives

The main objective of this research is the autamgadif the student attendance register using
RFID technology. The thesis guides the reader titahe step-by-step procedure that was

used to arrive at a cost-effective solution to eadte the student attendance register.

1.2.1 Hypothesis

The hypothesis of this research is that RFID teldgyis a growing trend worldwide which

allows the transfer of data from one end to theeotwith the minimum of human



intervention, and that this same technology carused to automate a student attendance

register.

1.2.2 Corollary

How the hypothesis mentioned in Section 1.2.1 carptactically implemented forms the
basis of the corollary. A step-by-step explanat®given in Section 3 which details how the

challenge was addressed and overcome.

1.3 Structure of the Thesis

This thesis is divided into four parts comprisingefchapters. Part 1 contains Chapter 1
Introduction. This part of the thesis gives a general overwéuhe problem and a possible

solution to the challenges posed by RFID technalogy

Part 2 consists of Chapter Ziterature Survey. This part of the thesis examines the various
elements that require further study in order toarstAnd the different challenges mentioned
in Chapter 1 (Section 2.1). This Chapter also erasihe different technologies available to
solve the problem (Section 2.3). It then goes odigouss RFID technology in detail (Section
2.5). It will become clear that RFID technologyra#ocannot solve the problem on hand. As a
result, wireless technologies such as ZigBee tdolggaSection 2.8) and data manipulation

techniques are discussed in this chapter (Sect@n 2

Part 3 comprises Chapters 3. ChapterRésearch Sructure is divided into three sections:

the Hardware section (Section 3.1), the Wirelesgi@e (Section 3.2) and the Software



section (Section 3.3). This is the main part of thesis as it presents the solution to the

problem explained in Section 2.1.

Part 4 comprises of Chapter 4 and Chapter 5

Chapter 4 Results. This section looks at the different tests thatendone during the course
of the project and their results. This chapter fald the bulk of research that was mention in
Chapter’s 2 and 3.

Chapter 5Conclusion and Future work. Concludes the thesis by examining some of the
challenges that arose during the research fordhien. This part also investigates certain
areas which were outside the scope of this resebmthnevertheless are worth further

research by other people with access to this thesis



PART 2

CHAPTER 2 LITERATURE SURVEY

This part describes the background study that was g@rior to starting the practical work on

the project.

2.1 Current Procedure for Attendance Registration

During class hours in an educational institutidwg kecturer in charge of the class distributes
an attendance list to the students. The attendat@®ntains the names and student numbers

of the students. Each student signs against hisdree on the attendance list.

At the end of the lecture period, the lecturer saltee attendance list from the students and
enters the details into his/her computer. This @secis repeated by the lecturer for every

class taken during the academic term.

At the end of the academic term the lecturer tabaléhe attendance of each student. This is
done by dividing the number of classes attended Stdent by the total number of working

days in the academic year. This process is repéateyery class the lecturer is in charge of.

2.2 Challenges Facing the Current System

The current system discussed in Section 2.1 pas®ae £hallenges which are discussed in

detail in the following sections.



2.2.1Tedious Procedure

The main aim of the project, as discussed in th@duiction in Chapter 1, is to relieve the
teaching and non-teaching staff of avoidable artednofedious paperwork. With the current
system, the lecturers first have to manually etiterattendance of each class daily. Next, the
tabulation involves a lot of attendance calculaior the lecturer. This is not the only work
for which the lecturer has a deadline - s/he missi set examination papers, mark answer

sheets, etc.

2.2.2Errors on the Part of Students and Lecturers

When the attendance list is passed around theratass some of the students forget to sign
or sign for another student. The lecturer may &sget to bring the attendance list. These

may be minor problems on the scale of things, fbey tomplicate the current procedure.

2.2.3Not Foolproof

One of the major drawbacks of the current systertha it can easily be cheated. The
students may sign as proxy for their friends whe ot present in the classroom when the
attendance list is being filled in. This may notrimiced by the lecturer who is busy giving a
lecture.

A manual head count and comparison with the atreceléist is a way around this problem,

but more often than not this is not practical. Eviethis is possible, it makes the entire

process more tedious.



2.2.4Loss of Data

There is an immense amount of material on papanynlecturer’s office at any given time,
and it is very easy to loose track of the attenddists. The problems will be compounded if
the information has not been entered into a compitéth the current method used for

attendance registration, it is easy to misplacats@ndance list.

2.2.5Neglect

The current system is monotonous and tedious agioned in Section 2.2.1. In time this
may lead to neglect on the part of the lecturer. ifkportant responsibility thus gets

neglected. Neglect of the attendance registrationgaure will undermine its importance.

2.3 Automatic Student Attendance Registration Systems

This section examines some of the technologiesladblai for meeting the challenges
mentioned in Section 2.2. These are the following:

» Barcode systems

» Biometric systems

» Smart card systems

» RFID systems.

2.3.1Barcode Systems

Barcode technology is widely used in the retailpging sector [6, p.6]. It is a very cheap and
simple technology. It is a binary code comprisimglds of bars and gaps arranged in a
parallel configuration. The bars and gaps are gmdnin a predetermined pattern and

represent a symbol.



Despite appearing identical, there are considerdiffierences between each barcode. This is
the result of the different coding techniques usdtie design. The European Article Number
(EAN) is the most common type of coding used fosigieing barcodes [7, p.2]. A barcode

has a data density of 100 bytes.

Barcodes are usually read with optical scannerg. different reflections of a laser beam
from the black bars and the white gaps assistterpneting the bars and graphs on a barcode
numerically and alphanumerically. The optical s&nhas to be placed very close (10-50

cm) and in the line of sight of the barcode foradat be read from it.

A barcode system could have been an ideal replatefoe the current manual system
because barcode systems are cheap and easy tdeopdoavever, these advantages are
negated by the fact that they are affected by klighly susceptible to wear and tear, and fail
completely if the barcode is blocked from the direiew of the optical scanner. Barcode

systems are therefore not suitable for attendaggistration.

2.3.2Biometric Scanning (Dactyloscopy)

Biometrics is the study of methods of uniquely gusing persons based upon one or more
intrinsic physical characteristic. There are vasit@miometric techniques, but in keeping with
the context of this project, dactyloscopy [7, poBJfingerprint scanning will be examined in

some detail.

Fingerprint scanning was first used, and is stéding used, by criminologists [7, p.4].

Criminal offenders are fingerprinted when they earged with a crime. If there is a match



between a fingerprint found at a crime scene arelstored in the criminal database, this is

regarded as conclusive evidence against the cripgadingerprints differ in every person.

Fingerprint readers are used in dactyloscopy. Userst first register their fingerprints in the
central database. This is done by placing the fijgen the reader. The reader system

calculates a data record from the fingerprint patéand stores it in the memory.

Once the fingerprints of the users have been exgidtin the database, the fingerprint reader
can be used to register the attendance of the.uSeesy time the users enter a classroom
their fingers are scanned. A match between thengthimages and those already stored in
the database will prove that the users belong @ dlassroom and thus confirm their

attendance.

The advantages of the biometric scanning systenihateit is very accurate, compact and
resistant to data tampering. However, the high andtcomplexity of the system make it less
attractive compared to the other technologies abhkil for automating attendance

registration.

2.3.3Smart Card Systems

Smart card systems are mainly used for electrosia storage. Their applications range from
prepaid telephone cards to the SIM cards used iM G®bile phones [8, p.5]. Smart cards
are equipped with galvanic contacts. The smart saptovided with the necessary voltage

and pulse from the smart card reader when the dmmednto contact with each other.



There are two types of smart cards, namely memarylscand microprocessor cards.
Memory cards [8, p.11] have an Electrically ErasaBfogrammable Read-Only Memory
(EEPROM). The end application that needs to beusing the memory card is stored in the
EEPROM. The security algorithms used in the caed aso stored in the EEPROM. The
advantage of the memory card is that it is veryaph® manufacture. However, low data
storage capacity and susceptibility to wear and beae resulted in memory cards slowly

being phased out of the market.

Microprocessor cards, on the other hand, have rdifte sectors, namely a Read-Only
Memory (ROM), a Random Access Memory (RAM) and aBPROM. As a result
microprocessor cards can store many more applicatiorThis advantage of the

microprocessor card is negated by its cost.

2.3.4Radio Frequency Identification Systems

RFID systems are similar to smart cards except ey do not have to be physically in
contact with the RFID reader. Data stored in anOR€drd are transferred via radio waves to

the RFID reader.

RFID systems comprise of an RFID transponder, aiDREader and RFID middleware
[9, p.6]. RFID transponders have a very high datasdy. RFID transponders are small
microchips that can store data. RFID systems arenflaenced by dirt or by obscuring the

tags.
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RFID readers have a range of up to 5 m withoutrtwesponder being in the line of sight of
the RFID reader. The advantages mentioned in dusa have prompted the use of RFID in
automating the student attendance register. RRtBntdogy will be discussed in detail in

Section 2.5.

2.4 Comparison between Various Automatic IdentificationSystems

In Section 2.3 the different technologies availafile automating the student attendance
register were discussed. This section will exantime pros and cons of each of these
technologies, bearing in mind the objective of thisject. The aim of this section is to
narrow down the technology that can be used fayraating the student attendance register.
A comparison is made of the technologies with respe some of the vital parameters

concerned with automating the student attendancegistee (see Table 2.1).
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Table 2.1: Comparison between different automaticdentification systems
Parameters Barcode systen'l Biometric systeh Smart card RFID systems
(Dactyloscopy) system

Data density Low data density | High data density] Very high data] Very high data
(bytes) 100 bytes density -16-64] density

kb
Influence of Very high No influence High if No influence
dirt contacts come

in contact with

dirt
Influence of Total failure of Total failure as Total failure aq No influence
covering the system system works on | system works
data carrier contact on contact

with the smart

card
Influence of Failure - if no Not applicable as] Not applicable| No influence
direction line-of-sight direct contact is | as direct as data are
between reader | communication |} needed contact is transferred via
and data needed radio waves
carrier
Wear and tear [ Limited - if not Not applicable Possible with} No influence
of data carrier | tampered with extended use

intentionally

Purchasing cost] Low High Low Low
Operating cost | Low High Low None
Reading speed | Low - up to 4 Very low - 5-10 | Low -4 Very fast - 0.5
in seconds seconds seconds seconds to 1 second
Distance 0-50 cm Direct contact Direct contagt 0-6 m
between reader depending on
and data the frequencieq
carrier in used

centimetres

2.5 Introduction to Radio Frequency Identification (RFID) Technology

The comparison in Section 2.4 shows that RFID teldgy is an ideal solution for
automating the attendance register. Section 2.8eflybintroduced RFID technology. This

section aims to elaborate on that discussion. ,Rinst components of an RFID system are
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examined in detail. Secondly, anti-collision in RFtechnology is studied. Thirdly, the

security issues concerning RFID technology arecektid on.

An RFID system consists of three main componeragjaly the RFID tag, the RFID reader

and RFID middleware.

2.5.1RFID Tags

RFID tags (hereafter referred to as tags) areadfied transponders. The tag is placed on the
object that needs to be identified. It containdgrdarnal antenna and a microchip [6, p.22].

The microchip stores the data which define andrgjsish each tag.

There are three types of tags in use: active fgsive tags and semi-passive tags.

Active tags incorporate a battery along with the antenna ard riticrochip. The battery
affects the cost and size of active tags. As dtrastive tags [7, p.13] are not very commonly

used.

Passive tags do not have a built-in battery. The power requeats of a passive tag are
generated from the electric or magnetic fields gateel by the RFID reader. How the power
requirements are met is explained in Section Z5Passive tags [9, p.66] are very cheap and

smaller than active tags. As a result they are us#te project on attendance registration.

Semi-passive tags have an onboard power source and may have onlsmrsors. The

onboard power source provides a continuous powarcedor the sensors. This enables the
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semi-passive tags to transfer data even in thenabsef an RFID reader. The semi-passive
also has an increased read range. The cost of gassive tags lies between the costs of

active and passive tags [10, p.3].

2.5.1.1 Types of tag constructions
The type of tag construction depends on variouwfacsuch as the type of tag used (active,
passive or semi-passive), the desired read ramgkethee end-user application. Some of the

different types of tag construction are discusseflip in this section.

Glass tube tags: These types of tags are used in animal identiboafy, p.13]. They have a
nominal read range and are very small in size. Jiass tubes contain a microchip, which
processes the data, as well as the antenna fotrdatamission. Figure 2.1 shows the physical

layout of a glass tube tag.

r1nuldad mass

l'l. Gilass housing

Farrite rod Ciil PCE Chip

120x=212mm Chip capacitar
Soft adhasive

Figure 2.1: Physical layout of a glass tube transpaler

(From: RFID Handbook, K. Finkenzeller)

Key format construction: This format incorporates the transponder circuitna key shape.
The key is used irkeyless start functions of many modern vehicles [11] oraasomatic

access control to rooms.
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Identification card formats: These types of tags come in standard credit caed(85.72 mm
x 54.03 mm x 0.76 mm). They have coil antennascla¢ to the microchip circuitry
[7, p.18] which is laminated between two sheetpaiyvinyl chloride (PVC) foil. These are

then baked at high temperature to seal the bonesdtypes of tags are used in this project.

Smart labels: These types of transponders are very thin andbllexiThey resemble stickers
or labels [10, p.112], and are manufactured byescminting and etching techniques. They
are about 0.1 mm thick. These types of tags aek sinto the asset which has to be tracked

or identified. Figure 2.2 shows a picture of a drarel.

Figure 2.2 Smart label next to a pen top to showstsize

2.5.2RFID Reader

It was established in Section 2.5.1 that all RFiDst contain a microchip which stores data
that distinguish each tag. The data contained iohewmg must be transmitted. The

transmission midpoint of an RFID system is refeti@és the RFID reader (referred to as a
reader from now on). The reader reads the datadnag and sends the data to the RFID

middleware.
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This section examines the physical components efrdader and the different types of

readers available. There are three componentsetoetider: the antenna, the controller and

the network interface. See the block diagram iufeég.3.

)

RFID TAG ANTENNA
CONTROLLER
NETWORK INTERFACE
RFID READER
Figure 2.3: Physical components of an RFID reader

RFID
MIDDLEWARE

Antenna subsystem: All RFID readers need an antenna as the tag concates with the

reader using radio frequency (RF). The antenna a&xta receptor of the RF waves. This

makes the antenna the most important componemt BFRD reader.

The antenna is designed such that the radio fragyueaves it receives are optimised for the

centre frequency ranges. This is high-precisionkwehich requires considerable attention

during the antenna design stage and fine tuninghef design properties (the design

procedures for the antenna in this project arerdestin Section 3.2).

The types of antenna used in readers vary. Modersaise a single antenna, which energises

the passive tag once it comes within the rangdefantenna [7, p.125]. Some readers use
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two antennas. In this instance, one antenna acgrassmitter and the other as a receiver. In
this type of arrangement the transmitter antenreageses the tag when it comes within its

read range. The receiver antenna collects datatieranergised tag [12].

The two designs are illustrated in Figures 2.4 28d

o ———

ANTENNA | TAG

Read range of antenna

Figure 2.4: The antenna energises a tag when it ces within read range and the tag

transmits its data
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- ) Receiver
ransmitter antenna
antenna
\\ ’4
Energising Data transfer
RFID
tag |/

Figure 2.5: RFID reader operating with two antennas

Controller: All readers need a controller to run the differpnicesses involved in reading
RFID tags. The complexity of the reader varieseAder can be equipped with only a single
embedded chip which can function as a simple-staéehine, or it can run an entire

operating system with substantial hard disk spadeRAM.

Network interface: The data read from the tags by the reader mugtabsferred to a device
which recognises and manipulates the data. Thidese a network interface is needed. Most
RFID readers have either an RS232, an RS485 ioterda, as in this project, a wireless

ZigBee interface.

2.5.2.1 Types of RFID readers

Readers differ in size, shape and protocol depgndm their end-user applications. This

section examines the different types of reader8abta on the market.
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RFID portals. These types of readers are placed in passagewayp.1.3] and are designed
to monitor devices moving in and out of the paseaye They are used mainly in industrial
warehouses where the movements of tagged itemsecemacked. Figure 2.6 shows an RFID

portal.

RFID PORTAL

Tagged items or
fork lift

Figure 2.6: Forklift carrying RFID-tagged items though an RFID portal

(Picture taken from www.industrialit.com.au)

RFID tunnels: An enclosure that houses an RFID reader is refeweals a tunnel. These
types of readers are used in airports [13, p.1TH¢ difference between RFID portals and
RFID tunnel readers is that tunnel readers hav&kRrshield. The RFID shield prevents
misdirected RF waves from interfering with otheaiders in the vicinity. Figure 2.7 illustrates

an RFID tunnel type reader.
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‘ RFID Reader

RFID TUNNEL

Tagged goods

Figure 2.7: RFID tunnel with tagged goods on a comyor belt

(Picture taken from www.rfidsupplychain.com/BBconveyorportal.jpg)

Handheld readers: These types of readers are used in applicationsewthe tag is immobile

or inconvenient to move about. As the name sugdlesysare hand held. They have a built-in
antenna, reader and network interface [13, p.1l%y have a smaller read range compared
to RFID portals and RFID tunnel type readers.

Figure 2.8 shows a handheld reader used in a sh@adl tagged DVDs.

Handheld reader

Tagged DVD

Figure 2.8: Handheld RFID reader

(Picture taken from www.yourdictionary.com/RFIDRD3.jpg)
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Sationary readers: These types of readers are used for scanning sauatype RFID tags

(discussed in Section 2.5.1.1). They are similath® ones used in this project. Stationary
readers [13, p.117] have a built-in antenna, arotlat and a network interface much like the
handheld readers on the same unit. They are useppiications where the reader is placed
strategically at a point so as to register enttp ia room or allow access to a building.
Stationary readers have a small range to avoidrgclp stray signals. Figure 2.9 shows a

photograph of the stationary reader used in thogept to explain these types of readers.

RFID tag
v RFID Reader (identification
RS 232 module card format)
n/w v
interface Antenna

Figure 2.9: Stationary RFID reader and a tag
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2.5.3RFID Middleware

The data obtained from the tag by the reader meigfi\en significance. The only way is if

the data drives an output or if it is stored fdufe reference as in this project.

RFID middleware [13, p.238] serves three main psesoto capture data from the network
interface of the reader and input it to an end-@ggglication; to process the data from the
reader so as to allow the end-user applicatioreéoaly the necessary data, and to provide
an application level interface for managing thedeza

Based on this, basic RFID middleware should corsfisthree principal components: the
reader adapter, the event management unit and ppkcation level interface. A block

diagram illustrating these three components isrgiag=igure 2.10.

Application Level interface

A

Event manager

A

RFID MIDDLEWARE

Reader adapter

Figure 2.10: Components of RFID middleware

Reader adapter: A number of readers are available on the markes iiot possible for the
end user to be familiar with all these readers spetifically the network interfaces of these

modules. The first and main component of RFID nmegdire is that it should contain a reader
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adapter [13, p.116] which will spare the end uder heed to learn about the network

interface capabilities of each individual RFID read

Event management: The data that a reader captures from the tagidstsebe “raw” data.
This means that the reader reads many data, whishnot be necessary for the end-user

application.

The RFID readers used today can handle suitabée Hat they are not intelligent enough to
adjust to a specific end-user application. The eweanager [13, p.144] in the middleware
makes up for this deficiency on the reader sidé withigh-level filter. As a result only the

necessary data reach the end-user application.

Sometimes certain types of data need to be addet tdata from the tags, which the reader
cannot do. The event manager can add these data3jpect is a problem encountered in

this project.

The data contained in the tag is a unique 8-charauitmeral. The code differs from the
student number, which identifies each student. RéD reader cannot read the student
number from a tag; it can only read the unique cdtie specific reader used in this project
cannot output the date and time once the tag has beanned, which is necessary for

registering the attendance.

The event manager in the RFID middleware can bgrpromed to input the corresponding
student number for a unique code as well as a sia®p when a tag is scanned. Section 3.3
explains this example in detail, and there is frttiscussion on the example.
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Application-level interface: This is the top layer of the RFID middleware. Themary
objective of this component is to provide a staddawtput that allows an application to
receive filtered data from the RFID reader. In #ddi the application-level interface
[13, p.141] should enable the end user to manademaprovise the data from the reader so
as to provide multi-functionality, i.e. there shadde room for development if and when the

end user deems it necessary.

Figure 2.11 summarises the function of the middlewavhich is in essence to reduce the

complexity of the raw data from the reader and mse the functionality of the

application.

Maximum abblicatio

Application level

Raw data Application
Event manager

1
|
1

V!
V!

! Reader adapter

Maximum raw
data

Figure 2.11: Raw data and application relevance aifferent levels of RFID

middleware
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2.5.4Physics behind RFID

The last three sections introduced the basic coemsnof an RFID system. This section
aims to shed some light on the physics behind titeah working of the various RFID
components, especially the RFID tags and the rea&adio waves are the main component

used in the functioning of an RFID system.

Data transfer in RFID is done mainly through magnptinciples. The derivations done in
this section go a long way towards the design ofomeomponents of the RFID reader

discussed in detail in Section 3.

2.5.4.1 Magnetic field strength
When current passes through a circuit a magnesid s created. The magnitude of the
magnetic field created is known as the magnetid f¢rength [7, p.61]. It is denoted by H.

Mathematically it is written as [7, p.61]:

> =¢H.%® 20

i.e. “the closed integral of the magnetic fielcesigth along a closed curve is equal to the sum
of current strengths with the curve [7, p.61]”

Where:

H = Magnetic field strength (ampere/metre)

| = current through the circuit (ampere).
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This function can be used to derive the magnegld fstrength along a straight conductor.
From Figure 2.12, an expression for the magnetdtd fistrength along a straight-line

conductor can be derived.

Radius of circular field

Magnetic field

Straight conductor

Direction of currer

Figure 2.12:  Current | flowing through a straight conductor creating a magnetic field

with strength H

The radius of the magnetic field is r. Then the neg field strengtIH is equal to [7, p.61]:

I

H pr—
21Ir

(2-2)
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2.5.4.2 Path of field strength h(x) in a conductor loop
The RFID antenna is a cylindrical coil that genesatmagnetic fields similar to those in
Figure 2.12. In this section we aim to find thatieinship between the field strength [7, p.62]

and the distance from the centre of the antenna.

Figure 2.13 shows an antenna similar to that usedRID systems and the magnetic field

surrounding it.

LA
\U} o

Figure 2.13: RFID antenna and magnetic field

(From: RFID Handbook, K. Finkenzeller)

In Figure 2.12:

N = Number of coil turns

R = Radius of the circle created by the magnetid fie

X = Distance from the centre of the coil.
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d = Diameter of the wire coil.

Then the equation can be re-written as [7, p.62]:

0 - INR
(R* +x2)
(2-3)
The field strength at the centre of the antennae(e/lx = 0) is:
H_I.N
R

2.5.4.3 Magnetic flux ()

Magnetic flux [7, p.66] is denoted bSD It is the total number of magnetic field lines
passing through a current-carrying coil. It cambigten mathematically as [7, p.66]:
®=B. A (2-5)
Where;

B = Magnetic flux density, which is the magnetic xflyper unit area of the section

perpendicular to the direction of flux. Magnetiaxldensity can be expressed in terms of

magnetic field strength as follows [7, p.66]:

B =pwuwH=pH (2-6)
Where;

Lo = permeability of free space
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- = permeability of the medium

Mo br = 1 = permeability.

2.5.4.4 Inductance
Magnetic flux is generated in a current-carryingaactor as explained in Section 2.5.4.3. If

the current-carrying conductor has N loops, thenagnetic flux will be generated in every

loop. Therefore the total fluyy can be expressed mathematically as follows [7,]p.66
P=>ON=N.®=N.pu. H. A (2-7)
Where;

N = Number of turns in the current-carrying coil

D = Magnetic flux

H = Magnetic field strength.

Now inductance [7, p.66] is defined as the totak N/ that arises in an areA\” enclosed by

the current ‘I'. It can be mathematically definedfallows [7, p.66]:

L=¥Y=-N&=N pH A
I 1 I (2-8)

Where;

L = inductance

Y = Total flux in an enclosed area
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(O Magnetic flux

N = Number of coil windings

| = current flowing through the conductor coll
H = Magnetic field strength

A = Area

L = permeability of the medium.

Figure 2.14 illustrates the concept of inductance.

Maanetic flux line

Enclosing
current

Current-carrying conductor loop

Figure 2.14: Inductance in a current-carrying metalconductor

(From: RFID Handbook, K. Finkenzeller)

2.5.4.5 Mutual inductance (M)

Section 2.5.4.4 explained the phenomenon of indieetan a single conductor with area A.

Now suppose a second conductor loop (loop 2) with A2 and current 2 flowing through
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it enters the magnetic field created by the first catol loop (loop 1) with AreA1 and

current | 1. Loop 2 will then be subjected to a portion of tmagnetic flux generated in

loop 1. This is called a coupling flux.

The coupling flux,\[/21, like the total flux, depends on the area of thepk the current

flowing through the circuits, the permeability betmaterial used in the conductor loops and

the field strength.

The voltage induced on loop 2 as a result of théigddlux changes /21, in loop 1 is called

mutual inductance, M. The mathematical expression fM21 can be written as follows

[7, p.68]:
Mot — Vol _ 4 B2 (I1) d As

b Az (2-9)
Where

\J/21= Partial flux on conductor loop 2 due to currendr loop 1

|1 = current flowing through loop 1

B2 = Flux density induced in loop 2

A2 = Area of loop 2.

There will also be an equal inductance on loop A assult of current2 flowing through
loop 2. This inductance is referred to as mutuduatance [7, p.68]\/| 12. This creates a
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coupling fluxy12.The mutual inductancdl 12 is the same a21. They can thus be written
as:

M=M= M.

The mutual inductance phenomenon is shown in Figuirg.

Total flux Wally)

Figure 2.15:  Mutual inductanceM 21

(From: RFID Handbook, K. Finkenzeller)
Mutual inductance is an important phenomenon asa$aRFID is concerned. It forms the
basis for inductive coupling (explained in Sect®8.5.4) in the RFID system.

Equation 2-9 can be re-written as [7, p.68]

Mz = Ba2doNa Az = poH (I Nz Az
I I

(2-10)

Where;

H (|1) = Magnetic field strengtH due to currenty. (It is the same aH.)
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Substituting forH in Equation 2-10 with Equation 2-3, a new expm@ssior Mz is

obtained. This is expressed as Equation 2-11.

Miz= HD.NI .RII:.NE.RQ-:. I1
2R +x)

Where;

M 2 = Mutual inductance

Mo = permeability

H (|1) = Magnetic field strength due to current |
R: = Radius of circular loop 1

R: = Radius of circular loop 2

N1 =Number of coil turns in loop 1

N2= Number of coil turns in loop 2

X = distance from the centre of the coil

IT = constant (3.14).

This formula is used to calculate the mutual indoce.
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2.5.4.6 Faraday’s law

This law states that a change in the magnetic fluwill result in an electric field E being

generated. The electric field generated dependh@magnetic properties of the medium.

For a conductor with N windings, Faraday’s law banwritten as follows [14, p.231]:

Ei= N 3¢/ot (2-12)

Where;

Ei = Electric field induced as a result of changeumx f

N = Number of windings on the conductor coil

d@/dt = Change in flux with respect to time.

Faraday’s law is important in the study of RFID Fasaday’s law applied to metallic surface
results in the creation of a back electromotivecéocalled eddy current. Eddy currents
increase with an increase in the alternating flax.a result, in the design of RFID systems
(tags or readers) it is vital to avoid constructaminstallation on or near metallic surfaces.

This is shown in Figure 2.16

&
£ > Flux changebo/st

7 . Metal surface

Eddy currents

Figure 2.16: Faraday’s law applied to a metal condctor
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(From: RFID Handbook, K. Finkenzeller)
The concepts discussed thus far in this chaptebeamsed to enhance the understanding of
inductively coupled RFID systems. An equivalentuit for an RFID system comprising a

reader and a tag is shown in Figure 2.17. Bothighder and the tag are shown as inductors.

1 I2 [
2
— S —
| I | 4

Figure 2.17:  Equivalent circuit for a reader and atag

Where;

L1 = Reader antenna

L= Tag antenna

R2 = cail resistance of4d.

RL = Load resistance ofzL

|1 = current flowing througiLl
|2 = current flowing througle

V2= Voltage acrosiRL.
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A time-varying current dthrough L results in a voltag®2:1 induced inL2 due to mutual

inductanceV21 flows throughRz creating a voltag¥2which can be measured across the load
resistorRL. The currentlz flowing throughL2 results in a slight back e.m.f due to eddy
currents The total voltage acrossLRn L2 can be calculated as shown in equation 2-13

[14, p.231]:

V2=M 3l/st-L235l2/5t-12R (2-13)

Where;

M = Mutual inductance oh.2 as a result of voltage inducedlin (|V| 12=Mo21= |\/|)

81 1/8t = change in currerltz with respect to time

L2 = Inductance representing tag antenna

31 2/3t = change in currerfz with respect to time

|2=current flowing througle

R2= coil resistance ok2.

Equation 2-13 can be put into words as followse*“tloltage induced as a result of mutual

inductance less the voltage drops created by tbk émf and the drop across the resistor

R2".

Equation 2-13 can be written using complex notatias the currents are sinusoidal in nature

as shown in Equation 2-14 [14, p.231].
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Va=joM li—jo L2l2-12Rz (2-14)

Now l2=V 2/ Ry, substituting forl 1in equation 2-14:

Va=jo M li-jo L2(V2 R -(V2/ R) Rz

(2-15)
Solving forV2,
) i M I
V2 = :
l +jo L2+ Ra
Ro
(2-16)

This is the magnitude of the voltage used to patvemicrochip in an RFID transponder.

2.5.4.7 Resonance

The circuit in Figure 2.15 can be modified to sigaintly improve the efficiency of the

RFID tag. The modification is the addition of a aaimor,Cz, in parallel to the inductol.-2,

in Figure 2.15. This will result in the creation afparallel resonant circuit operating at the
resonant frequency of the RFID system. In this gubjthe RFID system operates at

13.56 MHz.
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The equivalent circuit diagram is shown in Figur&g

Figure 2.18:  Equivalent circuit for an RFID tag circuitry

The equation for finding the resonant frequendyLds p.231]:

. 1
f= —
211/ L2C2

(2-17)

In practice,Czis made up of parallel capacitGI:Zpand a parasitic capacitan@p.The value

for the parallel capacitc@zp can be found with the same formula used in Equ&id 7, but

subtracting the parasitic capacitance.

Cap = 1

9, 271,
(211f) = L2 218)
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The parallel capacitcﬁz is now added to the circuit as shown in Figure 2th® equation

for the equivalent voltage also tends to change fequation 2-16 and it becomes:

v, _ i M I
1 +(jo L2+ R2) (1/ Ru+jo Ca)
(2-19)
Where;
C2=Cop+ Cy.

Therefore Equation 2-19 represents the actual vafutne output voltage across the load
resistor of the RFID transponder. Figure 2.19 githess equivalent circuit diagram of the

magnetically coupled conductor loops of an RFIDeys

iy L oa
—* _.'l—|

D

Paralel canacitc

Parasitic capacitor

Figure 2.19: Effective circuit diagram of an inductvely coupled RFID system with the

addition of parallel and parasitic capacitors
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2.5.4.8 Interrogation field strength Hwmin

The results from the study of resonance in Se@iér8.6 can be used to find the minimum

field strengthHmin at which the voltagé/z (voltage at the termindL2 in Figure 2.17 (of

last resonance) is just high enough for the opmraif the data carrier.

An expression for mutual inductance can be writtsing Equation 2-10 as follows:

[ = oH Iy N.A
Ii

(2-20)

Where;
H (1) = Magnetic field strength due to current H (11) can be replaced withl. which

is the effective field strength of a sinusoidal meiigc field

LLlo= permeability of free space
N = number of coil windings
A\ = cross-sectional area of the coil

|1 = current through the coil.

since H (l1) = Hes, Equation 2-20 can be re-written as follows:

M — J-Lo Hese N A
I

(2-21)
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Now repIacingM in jco.M l1 (Equation 2-19) with Equation 2-21, a new exp@ssdr

the voltageV 2is obtained, which is written as follows:

Vi _ j(.-). JLo. Heﬁ‘_ A N
1 +({§o L2+ Ra2) (1/Ru+joCa)
(2-22)
When multiplying the denominator the expressioadoation 2-22 becomes:
Vs jo. o Hee AN
io (L2/Rr+ ReC2) + (1 - ®* L2C2+ Ra/Re)
(2-23)

Solving Equation 2-23, an expression Heﬁ can be obtained which is expressed in complex

form. The general case for this expression gIVlMIN. This is given in Equation 2-24:

\-’2\/(@2 +@R2C2) + (1- »L2C2+ Rz )
Hum  — R R

@ AN

(2.24)

From Equation 2-24 the following inferences camizle about the minimum field strength:
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Hwmin depends on the frequenay € 2Hf) of the operation of the RFID system, the area
of the coill (antennaA, the number of coil WindingsN, the minimum input voItagé/Z

and input resistandR2.

For optimum functioning of the antenna, the resoma@guency of the tag should match that
of the reader. This is not always possible asdlerdnce factor in the manufacture of the tags
tends to make them deviate from the resonant fregyueAlso to account for anti-collision,

(Section 2.5.6) the resonant frequency is alwagseqal higher.

2.5.4.9 Energy range of transponder systems

This is the distance of a tag from the reader ardeat which there is just enough energy to

operate the tag. This phenomenon can be deterrbineding Equation 3 and solving
whereX is the distance from the centre of the readernauateFor this calculation minimum

field strengthH minis used.

The solved equation for x is given by Equation 224 p.231].

(2-25)
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2.5.4.10Interrogation zone of readers
The interrogation zone of an RFID reader [7, pi&®érs to the area in which the reader has
the ability to pick up the signals of an RFID t&fp to this section all the calculations were
made assuming that the tag is parallel to the aatei the reader. This section examines the
effects of tilting the angle of the transpondereanta with respect to the central axis of the

coil.

Consider thatV o is the voltage induced on the coil and is perpardicto the magnetic

field. Then the voltage when the coil is at an arﬁlwill be V os, which is given by;

[7, p.80]:

Voo=Vo.cog0) (2-26)
Where;

0= 90°, cos 90° = 0 and therefovbon = 0.

The antenna radiation patterns with the angle eftdy a) =0 and0 = 90° is shown in

Figure 2.20.
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Tag parallel to reader
coil axis

~. > Reader range with tag
W B! vertical

Tag vertical to reader coil ;
axis I

Magnetic field of «—5

., A

Reader coil e
., ——» Reader range with
. tag parallel
;
fi ”
i d
I
Tag along the reader coil axis Reader antenna

Figure 2.20: Reader range for different tag positias

(From: RFID Handbook, K. Finkenzeller)

2.5.50peration of RFID

The last section introduced the physics behindoperation of RFID systems. This section
investigates the modes of communication betweeragaand the reader, the types of
modulation used in RFID data transfer, the typesmdoding, and the different ways of

sending and receiving information.

2.5.5.1 Communication modes in RFID
There are mainly three ways in which a tag andeeadn communicate. These are the full

duplex, half duplex and sequential modes of comuatian.

Full duplex communication: In this mode data transfer between the readettamthg occurs

at virtually the same time [13, p.55]. The RFID dea provides an uninterrupted power
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supply to the tag. The data transfer from the tathé reader can either be sub-harmonic or

enharmonic.

Sub-harmonic data transmission occurs when thetreatsfers data at a fraction of the
frequency of the reader frequency. An example o ith when the reader transmits at 128
kHz and the tag chooses to transfer data at 64 (kuch is half the reader frequency)

[7, p.41].

Enharmonic data transmission occurs when datartige®n between the tag and the reader
does not depend on a particular frequency and caarovirtually at any time as long as

power is supplied to the tag by the reader [7,]p.41

The functioning of a full duplex system is giventhre block diagram in Figure 2.21.

Uninterrupted  power
from the reader to tag

oooooooooooooooooooooooooooooooooo

Data transfer from
reader to tag

READER TAG

Data transfer from
tag to reader

Figure 2.21:  Full duplex system
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Half duplex communication: In this mode either the reader or the tag trassdata at a given
time [13, p.56]. The power supply from the reademuninterrupted as in the case of full
duplex systems. The transmission is such thatabdear transmits a packet of data first, and
then during the interval between the end of th& fisacket of data and the start of the second
packet of data, the tag responds to the first gackelata. The half duplex mode of data

transmission is shown in Figure 2.22.

Uninterrupted power
from reader to tag

Data transfer from
reader to tag

— — —»

READER TAG

D e —

Data transfer from
tag to reader (in
intervals between
transmissions from
reader)

Figure 2.22:  Half duplex operation. Note the dataransmission interval between the

tag and the reader

Sequential mode of communication: This is a mode of communication in which the powe

supply from the reader to the tag is pulsed omriotged [13, p.57]. The reader transmits data

46



to the tag at the same time as power is transmittdtie tag. The tag has circuitry with a
capacitor, which retains the power from the reauhet uses it for data transmission once the
reader has transmitted its data. The sequentiaenesbcdommunication is shown in Figure

2.23.

Interrupted power from
reader to tag

Data sent from reader to tag
in same intervals as power

—> —> —>» —»

READER TAG

«— — —

Data sent from tag to
reader in intervals
between data and power
from reader

Figure 2.23:  Sequential mode of communication

2.5.5.2 Types of modulation used in RFID
The antenna in an RFID system radiates energythetcurrounding area in the form of radio
waves. A data signal can be modulated by influepdie amplitude, frequency or phase of

the data signal. The process is referred to as latoiu or keying.
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Three types of modulation are used in RFID systemasnely Amplitude Shift Keying
(ASK), Phase Shift Keying (PSK) and Frequency SKéying (FSK). This section examines

these three types of modulation or keying.

Amplitude Shift Keying (ASK): This is a type of keying in which the amplitudietioe data
signal is varied [42] (keeping frequency and phamestant) to produce a modulated signal.
An ASK signal is generated by multiplying the daignal by a carrier signal using a mixer.
Figure 2.23 shows exactly how this is done. A maidwgcal explanation [15, p.180] is given

in 2.27 and 2.28

ASK
outp ut

AW AVAWA—

cos (@dt)

cos (mct)

Figure 2.24: ASK mixer

(From: RFID Handbook, K. Finkenzeller)

In Figure 2.24:

The data signal = cqgnd?)

The carries signal = cqgdCl).

When the two signals are mixed, the following ressilobtained as per the trigonometric

product to Sum formula:
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cosA.coB =V2 cos A-B) + V2cos A+B). (2-27)

Applying this to the ASK mixer, the following resis obtained:

cos @Y. cos ©CY) =V2cos A-®O)t + Y2 cos A+®O)t. (2-28)

The terms (Dd-(DC) and ((Dd"‘O)C) represent the lower and upper sidebands of the ASK

wave, respectively. The mathematical analysis ised show that the bandwidth obtained
by a modulated ASK signal is twice that of the & data signal.

Freguency Shift Keying (FSK): This form of modulation changes the frequency petars
(keeping voltages and phase constant) [15, p.18]-df&he data signal by multiplying them

by a carrier wave with a different frequency.

There are two methods of generating FSK signale fitst and obvious method is by
switching between two different frequency sourcemag a mixer. The disadvantage of this

method is that it results in a phase discontinuity.

The second method overcomes the disadvantage dirshenethod. A Voltage Controlled
Oscillator (VCO) is used. The VCO gives a frequenbgnge that is linearly proportional to
the applied voltage. Therefore when a data signaiultiplied by an output from a VCO, the

output will be a continuous waveform.
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Phase $hift Keying (PSK): A PSK output is generated by varying the phashedata signal
[15, p.187]. This is done by switching the datanaigwith an in-phase (0°) and out-of-phase

(180°) signal.

2.5.5.3 Data coding in RFID
After modulating, the data signal has to be enco&edoding [13, p.67] is done mainly for
security reasons. The RFID reader and the tag taagree on a similar coding technique so
that the transmitted data will only be decoded Igpecific reader that knows the encoding
technique used by the tag.
Some of the different coding techniques used infR&fe discussed in this section, followed

by a graphical representation of each code withaetsto a data signal and a clock.

Non-Return to Zero (NRZ) coding: In this method a binary 1 is represented as orefsignt

condition (logic level high) and a binary 0 is repented by a logic level zero [9, p.101].

Manchester encoding: This method is self-clocking. The level changesagis occur in the
middle of a clock cycle. A binary 0 is translatedbi a low-to-high transition (0 to 1) and a 1
is translated into a high-to-low transition (1 tp This type of coding is also called split-

phase coding [9, p.101].

Miller coding: In this method a binary 1 is represented by a iians The transition can
either be low-to-high or high-to-low and occurstlre middle of a clock cycle [7, p.185]. A
binary 0O is represented by a continuation of thevér the next clock cycle. This type of

coding is also known as Miller sub-carrier encoding
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FMO coding: In this coding a transition occurs at the begigroheach clock cycle. A binary
1 is represented by no transition in the middléhefclock cycle. A binary 0O is represented by
an additional transition in the middle of the clankcle [16, p.41]. The FMO coding is also

called bi-phase space encoding.
Uni-polar RZ coding: A binary 1 is represented by a high logic levelingrthe first half of
the clock cycle and a binary 0 is represented loyvaogic level for the duration of the clock

cycle[9, p.102].

Differential coding: A binary 1 changes the logic level and a binacalses no change in the

logic level [7, p.185].

The data coding techniques explained in this seai® shown diagrammatically in Figure

2.25.
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Figure 2.25: Digital coding techniques



2.5.5.4 Coupling mechanisms in RFID
The coupling mechanism used by an RFID tag detesriiine way a circuit on the tag and the
RFID reader influence each other to send and redeiermation. Based on the read range
created between the reader and a tag, there ae thywes of coupling: vicinity coupling,

close coupling and long-range coupling.

In close coupling [7, p.49] the read range betwientag and the reader is within 10 mm.

Examples of close coupling are capacitive and miagoeupling.

In vicinity coupling [7, p.57] the read range istwseen 10 mm and 1000 mm. This type of
coupling is also called remote coupling. Inductigeupling is an example of vicinity

coupling.

Long-range coupling [6, p.240] offers the highemtge of all the coupling methods. The

range extends beyond 1 000 mm. Backscatter couigliag example of long-range coupling.

Magnetic coupling: In this close coupling method [7, p.49] the readed the tag are very
close to each other. If the tag is placed withm dlternating field of an RFID reader, the tag

draws energy from the magnetic field which powéestag.

A load resistor placed at the tag can be switchedrooff in the tag, which will result in a

fluctuation in the magnetic field generated by teader. This will result in voltage changes

in the reader antenna.
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This voltage change effectively works as amplitudedulation. If the timing of the load
resistor is controlled by the data present in #tg then data can be transferred from the tag

to the reader. This type of data transfer is refito as load modulation.

Capacitive coupling: This is the second type of close coupling [7, p.#®r the operation of
this type of coupling the tag has to be inserted the reader. A property of an RFID system
that functions using capacitive coupling is thakeanas are replaced by electrodes.

When the tag is inserted into the reader slot,efleetrodes of the reader and the tag come
very close together, forming a capacitor. As withgmetic coupling, data can be transferred

using load modulation in capacitive coupling.

Inductive coupling: This coupling is used in the RFID system for tpreject. The tag is
powered in the same manner as in magnetic coupling.tag comes into the magnetic field
of the reader, and by induction transfers powehéomicrochip in the tag. Inductive coupling

is also referred to as transformer coupling [96p[®, p.41].

Data transfer is carried out by using load modakatut with some differences. Inductive
coupling uses three main methods to transfer data the tag to the reader. The first of these
methods is called the sub-carrier method [7, p.HR2ihis method the tag rapidly switches its
load resistor on and off. This results in two diéiet frequencies being generated, which are

different from the operating frequency of the reade

These two frequencies generated by the readeradlexl sub-carrier frequencies. Data are

transferred by modulation with either of the subrea frequencies.
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The second method of data transfer is called thehswmonic method [7, p.36]. The tag
splits the operating frequency of the reader bingegral value and transmits data back to the

reader at this frequency.

The third method of data transfer in an inductiyetem is called sequential data transfer
[7, p.41]. Here the power from the reader to tlgeisanot continuous, so the tag contains a
capacitor circuit which stores the power from teader when it comes within the magnetic

field generated by the reader.

The tag also contains an oscillator circuit to t#ets own magnetic field. Since the reader is
powered down at this stage, it is able to detexfitid generated by the tag and transfer data.

In this method Frequency Shift Keying is used fansferring data.

The first two methods of data transfer in inducteeipling are full duplex methods while the

last is a sequential method. These methods wetasdied in Section 2.5.5.1.

Backscatter coupling method: In this type of coupling the tags contain a phottaio cell,
which is powered by the energy (field generatedhftbe magnetic field) of the RFID reader.
The power generated in this manner gives backsaaitgpling the longest range [9, p 101]

of all three couplings discussed in this section.

The tag also contains a load resistor at its owpugxplained previously in the discussion on
coupling methods. The tag communicates back tor¢hder using the same frequency by

switching the load resistor on or off.
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The tag is continuously powered by the reader tieitcommunication between the tag and
the reader is in intervals. The reader sends s&est@nd the tag replies once the data from the
reader have been sent. This makes backscatterimgupke best example for half duplex
communication (Section 2.5.5.1) in RFID. An intéireg fact about backscatter coupling is
that it uses the same frequency to power the tiycas well as transfer data, unlike in close

and vicinity coupling.

2.5.6 Collision and Anti-Collision Procedures in RFID

Collision in an RFID system [17, p.139] can be l@gilained with an example. The example
used is a possible scenario in an RFID applicatibare the read range exceeds 15 cm. RFID
systems having read range less than 10 cm ardfaeoteal by anti-collision as only one user

can be scanned at time.

Suppose a reader is placed in a classroom to eegigendance of students entering a class.
If a group of students pass the reader with theeident cards (tags) at the same time, the
RFID reader may be confused as to which card t fiest. It would be even worse if one of

the tags were not read. This undesirable situasgioaferred to as collision in RFID.

The seriousness of this problem is such that alison procedures have been put in place
to counter and thereby reduce collision. This secéxamines some of these procedures and
explains how collision is minimised in an RFID st
There are two types of anti-collision procedureasa:

* Reader anti-collision algorithm

« Tag anti-collision algorithm.
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2.5.6.1 Reader anti-collision algorithm
To counter collision, the reader has to communigatk all tags that come within the read
range within a short space of time. This type ahownication is referred to as multi-access.
Multi-access is diagrammatically represented inuFég2.26. Some multi-access procedures
that are used in RFID systems are described irs&ugon. They are:

» Space Division Multiple Access (SDMA)

» Frequency Division Multiple Access (FDMA)

» Time Division Multiple Access (TDMA)

Trans-
ponder 1

Trans-
ponder 2

Trans-
L ponder 4

Reader

Figure 2.26:  Multi-access procedures in RFID system

(From: RFID Handbook, K. Finkenzeller)

Space Division Multiple Access (SDMA): This multi-access procedure is implemented in
RFID by re-using the channel capacity [7, p.202]tloé readers that are separated by

distance.
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This is implied in a real-life RFID system by cominig several readers and aligning them in
such a way that the net read range is vastly iseakarherefore the tags communicating with

the reader will be differentiated based on thegudar frequency.

A practical implementation of SDMA is to use a readvith an electronically controlled

directional antenna. This is shown in Figure 2.27.

M R\’jf"'_‘i_‘
_ N
[T_h TEI

—

\ 4

Figure 2.27: Reader with electronically controlleddirectional antenna

(From: RFID Handbook, K. Finkenzeller)

(The beam of the antenna shifts position so asdtoramodate as many tags as possible).

SDMA is rarely used in RFID systems due to the dewify of the system and the high

implementation cost.
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Freguency Division Multiple Access (FDMA): This is another multi-access procedure that
allows a certain number of tags to communicate whith reader using several channels [7,

p.204] on various carrier frequencies.

In an RFID system this is achieved by constructingeader with a dedicated receiver for

every channel. This is shown in Figure 2.28.

TS
T4
Roadar — B
To

- T3

T4 T2

5 T 1

&

Figure 2.28: FDMA procedure

(From: RFID Handbook, K. Finkenzeller)

The available RF bandwidth is split into differérequencies. The RFID reader is split into
receivers, each of which is suited for a certamgfiency. The RFID tags will also be
allocated corresponding transmission frequenciese@he tag comes within the range of the

reader, it can respond on any of the availableuagy channels in the frequency range.
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The cost of producing such readers is very high, taerefore the FDMA technique is very

seldom used in RFID anti-collision procedures.

Time Division Multiple Access: This technique is the most widely used (includingthis
project). The available RF channel for data tran&esplit by the reader into unique time
slots [7, p.205]. The time slot is allocated toletag present in the channel. This process is

better explained under the heading “tag anti-doltigrocedures”.

2.5.6.2 Tag anti-collision algorithms
The tag, like the reader, also has anti-collisilgo@thms which prevent collisions with other
tags and allow effective communication with thedeya There are many variations of tag
anti-collision procedures in use, but in the cottek this project, only two types of
algorithms are explained:

» ALOHA procedure

» Tree linking procedure.

ALOHA procedure: The ALOHA procedure is divided into two parts, $isn ALOHA (or
ALOHA as it is called) [13, p.87] and the Slotted @HA procedure [7, p.200]. Slotted

ALOHA is a modification made to improve the ALOHAgeedure.

Smple ALOHA anti-collision algorithm: In this procedure, a tag starts transmitting deta
soon as it is in the read range of the readerndtlreer tag transmits at the same time, an
overlap of data occurs. This results in either mpulete or partial collision. When a collision

occurs, each tag is given a waiting time. Afterwssting period has expired the tags re-send
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the data once again. The procedure continuesalhtdgs have successfully transmitted their
respective data

This method is quite convenient if there are onfew tags. But if the number of tags in the
field increases, the chance of collision increadesithermore, the waiting period for
retransmission then also increases. Overall theigity of the Simple ALOHA procedure is
heavily compromised as a result of the waitingqueriA flow chart of the functioning of the

Simple ALOHA procedure is shown in Figure 2.29.

Tag
enters
reader
range

L 4

Waiting period Tag transmits data

&

Tag

collision?

Diata read by the reader

Figure 2.29:  Flowchart of the simple ALOHA procedure
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The diagram in Figure 2.30 shows the functioninghefsimple ALOHA procedure.

“
TAGS
READER

Time

\ 4

Complete collisio

Tag 1 read by reac

Tag 2 read by reac

Tac 3 read by read

Partial collisiot

Figure 2.30:  Functioning of the simple ALOHA procedire
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Sotted ALOHA procedure: This method is used to overcome the disadvantaigéne Simple

ALOHA procedure. It uses three commands to sog, tREQUEST, SELECT and READ.

The REQUEST command provides different time slotsall the tags within the read range
to communicate with the reader. Based on avaitgbiiach tag selects an offered time slot.

The tags then transmit their unique 1D during thlected time slot.

Upon receiving the ID and making sure there areaibisions at this time, the reader issues
the SELECT command for a specific ID using a psexasimlom code generated within the

reader. This command basically selects a tag tsin# its data.

Once the tag has been selected, the reader iss®RE&A command. The READ command
instructs the tag to transfer the data it contalie tag complies with this instruction. After

the data are transmitted, the reader discontirneesdmmunication with this specific tag.

The procedure is repeated for all the tags in tekel.f The main advantage of the slotted
ALOHA procedure is that it completely avoids pdrtallisions that occur in the simple
ALOHA procedure. The slotted ALOHA procedure ovenas the disadvantages of the

simple ALOHA technique.

The slotted ALOHA procedure is also adaptive, if.¢here are fewer tags it uses fewer time
slots (faster data transfer), and if there are ntagg it uses a greater number of slots (fewer
collisions). This increases the overall efficieradythe algorithm. Figure 2.31 shows the flow

chart used for the slotted ALOHA procedure.
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Sending

Ready Waiting ID to
to Reader
transmit REQUEST
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from the tag transmit data

Figure 2.31:  Flow chart of the slotted ALOHA procedire
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TAGS

READ
BY

READER

Time

\4

Complete collision

Tag 1 read by reader

Tag 2 read byeader

Tag 3 read by reader

Figure 2.32:  Functioning of the slotted ALOHA procelure

Tree walking procedure: The ALOHA procedure is used in high-frequency systeypically
operating at 13.56 MHz. For ultra-high-frequencylagations, typically between 860 and
915 MHz, the tree walking [6, p.437] procedure $&dl (The various frequencies used in

RFID are discussed in Section 2.5.7.)

This is a more deterministic scheme which usesaqss called ‘singulation’. ‘Singulation’
[13, p.87] is the means whereby an RFID readertifilen a tag with a specific serial number

(tag ID) from a number of tags in the read rangthefreader.
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Depending on the number of bits in the ID numbetheftag, a tree can be drawn. The tree
will contain as many branches as the number ofibitee tag ID. If a tag ID has 4 bits, then

the tree will have four branches.

The RFID reader searches the entire length ofréeeto identify the tag with the specific 1D

number, starting at the top and proceeding to dtoim depending on where the tag is. Once
the tag has been located, data are transferred thentag to the reader. This is shown in
Figure 2.33. Here the tag contains 5 bits. Supplosdag ID that needs to be searched is

10110. The red dots indicate the path followedlinary search to reach tag 10110.

Rl

Figure 2.33:  Binary search algorithm for a tag with5-bit ID

The major disadvantage of this method is that therying approach makes data highly

susceptible to eavesdropping (discussed in Se&ibi8: Data Security in RFID), i.e. any

system can access the data from this system.
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2.5.7Frequency Ranges used in RFID

The discussion thus far has made clear the impmetahradio waves in the functioning of an
RFID system. This section analyses the electromagepectrum with respect to RFID in

more detail.

There are mainly four frequency ranges [6, p.43duby RFID. They are low frequency
(LF), high frequency (HF), ultra-high frequency (BHand microwave frequency. Not all
frequencies in these ranges are used in RFID, as $@ave already been allocated for other
purposes. The frequency used in RFID is in the strthl, Scientific and Medical (ISM)

band.

The applications of an RFID reader also vary wiperating frequency. Table 2.2 shows the

frequency ranges used in RFID. It also shows tipdicgiions at the various frequencies.

Table 2.2: Frequency ranges used in RFID
Frequency Range Common frequencies useg Typical application Max. read range
in RFID (theoretical)
LF - low frequency | 30 kHz Access control
(30 to300 kHz) 125 kHz Animal 500 mm
135 kHz identification
300 kHz Lot identification
Chemical
distribution
HF - high frequency | 3.0 MHz Warehouse
(3 to 30 MHz) 13.56 MHz management
30.0 MHz Tracking and Up to 100 mm
monitoring
Baggage checking
Library
management
Parcel tracking
Security
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applications

UHF - ultra-high§ 300 MHz Retail vendors

frequency 433 MHz Toll roads

(300 MHz to 866 MHz (Europe) Warehouse logistics

1 GHz) 915 MHz (USA) Long-range 4 metres
applications

Microwave frequency 2.45 GHz Long-range

>3 GHz 3.0 GHz applications 6-10 metres
Freight tracking

2.5.7.1 Standardisation in RFID
Standardisation in RFID [6, p.89] refers to theulagpry codes set by an international body
for all products. Standards ensure a minimum le¥@roduct characteristics such as quality,

interoperability, reliability and safety for theckoser.

RFID technology and RFID systems rely heavily oe #lectromagnetic spectrum for
communication, as previously discussed in this wrad herefore it is essential that RFID
devices (readers and tags) should adhere to spetindards in the countries in which they

are used.

The international bodies that set and monitor ttamdard for RFID technology are 1ISO
(International Standards Organization) and IECefimational Electro technical Commission).
These bodies are usually supported by a local bodihe country in which the RFID

products are used. In South Africa (where the stfatythis thesis was done) the body

responsible is ICASA (Independent CommunicationghArity of South Africa).

There is much data pertaining to these ISO stasdé&dme are still being prepared at

present, and others undergo constant scrutiny hadges. Therefore this section only gives
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the essence of the relevant standards. Howeverwibestandards employed in the RFID

product used in this project, ISO 14443 and ISCOB5@re treated in depth.

25711 Standards for animal identification

The standards used for animal identification [6)3J2are ISO 11784, ISO 11785 and
ISO 14223.

The 1SO 11784 [7, p229] standard gives the code structure faliordrequency
identification of animals. Basically the identifican code in the tags for animal
identification consists of 64 bits. Each of theses lfor block of bits) describes a

certain function.

ISO 11785 [7, p.230] is the second standard for animal idieation. It deals with the
reader frequency (134 kHz + 1.8 kHz) and the opmmadf the RFID system in

full/half duplex and sequential mode.

1O 14223 [7, p.233] is the third standard in animal idenéfion. It defines the high-
frequency (HF) interface and data structure ofvactiansponders. It consists of three
parts:

» Part 1 - Air interface

» Part 2 - Code and command structure

» Part 3 - Application details
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25712 Standards for smart cards

This is the major area of concern as far as thigept is concerned. The standards
discussed in this section concern the tags andereased in this project. Three
standards are defined under this heading: ISO 10536237], ISO 14443 [9, p.195]

and 1SO 15693 [9, p.204].

ISO 10536 defines the standards for close coupling of smartls. RFID systems
adhering to this standard have a range of up tm0 The standards are subdivided
into four parts.

Part 1 -Physical characteristics These define the mechanical dimensions and

physical properties of close-coupling cards.

Part 2 -Dimensions and locations of coupling areasn close-coupling techniques
(Section 2.5.5.3) antennas are replaced with elées. This part specifies the

position and dimensions of the coupling elements.

Part 3 -Electrical signals and reset proceduresThis part defines how the close-
coupled cards are powered, how data are transfeoedcard to reader (the magnetic
and capacitive coupling techniques used) and hde @& transferred from reader to

card (including the modulation and data coding).

Part 4 -Answer to reset transmission This deals with the transmission protocols

used in data transfer. This section is still ingam@&tion by 1SO.
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ISO 14443 defines the standards for proximity-integrated diogp cards. RFID
systems which follow this standard have a rangeimfto 100 mm. It should be
mentioned that the RFID reader used in this progectforms to the ISO 14443

standard. This standard also has four parts.

Part 1 -Physical characteristics The dimensions of smart cards are defined in the
ISO 7810 standardThe dimensions are 85.72 mm x 54.03 mm x 0.76 mm %
tolerances. This part of the standard also includ®es on the testing of dynamic
bending stress, dynamic torsion stress, irradiatwith UV, and X-ray and

electromagnetic radiation.

Part 2 -Radio frequency interference This part defines how the smart card is
powered by the reader which operates at 13.56 MiHalso defines the means to

determine the range of the reader. The range @ader can be determined if the

interrogation field strengtIHmin, is known (Section 2.5.4.7).

In the ISO 14443 standard the magnetic field geadrhy the reader must be within

the range 1.5 A/mt H < 7.5A/m. This means thétmin< 1.5 A/m.

If the field strength curve of a reader and therirtgation field strength are known,
the range of the reader can be calculated. A typiela strength curve is given in

Figure 2.34. The parameters in the equation fariogation field strength used for
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drawing the curve are as follows: antenna curkent1A, antenna diametel) = 150

mm, number of WindingsN =1.

Hype = 75 AM | ' '

Hi) bfm 4

B Hpin =1.5 A'm

° 50 100 150 200

Figure 2.34:  Field strength curve for a proximity-integrated circuit card

(From: RFID Handbook, K. Finkenzeller)

If Hmin= 1.5 A/m, then it is clearly shown by Figure 21Bét theHmin line cuts the

curve at 100 mm, thereby proving that the rangd®feader is about 100 mm.

A common communication interface could not be depetl for the 1SO 14443
standard, so two types of smart card are usedsnrktance. They are TYPE A and
TYPE B smart cards. The ISO 14443 standard supportsmunication with both

types of card.
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Part 3 -Initialisation and anti-collision: This part of the standard defines the
modulation, data-coding procedures, baud ratesaatietollision procedures used in
both TYPE A and TYPE B smart cards. Table 2.3 surnigesa the data transfer
between reader and smart card for both TYPE A arfdE B cards. Table 2.4 details

the same for data transfer from card to reader.

Table 2.3: Data transfer parameters between readeand smart card
FACTORS TYPE A TYPE B
Modulation ASK 100% ASK 10%
Data coding_j Miller coding NRZ coding_g
Synchronisation At bit level 1 start and 1 stop bit per bytq
Baud rate 106 kBd 106 kBd
Anti-collision Tree walking Slotted ALOHA procedure
mechanism procedure (binary
search tree algorithrr

Table 2.4 shows the modulation and coding procexdfmedata transfer between reader and

card.

Table 2.4: Modulation and coding procedures for da transfer between smart card

and reader
FACTORS TYPE A TYPE B
Modulation Load modulation with sub-carrig¢Load modulation with suly
847 kHz, ASK modulated carrier
847 kHz, BPSK modulated
Data coding Manchester coding NRZ coding
Synchronisation } 1 bit frame synchronisation 1 start and 1 stopeéitbyte
Baud rate 106 kBd 106 kBd
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Part 4 -Transmission protocols This part of the standard lists the commands for
reading, writing and processing data from the reéalé¢he card. It also describes the

structure of the data protocol used for processengsmission errors.

ISO 15693: This is the standard for vicinity-integrated cbog cards. These cards
have a range exceeding 1 m and are used in aam&selcThis standard also has four

parts.

Part 1 -Physical characteristics This part is similar to the ISO 14443 and ISO

10536 standards. It conforms to the ISO 7810 standa

Part2 —Air interface and initialisation : This part defines the modulation, bit coding
and baud rate. These differ for data transfer fr@ader to smart card and data

transfer from smart card to reader, and are sunsethin Tables 2.5 and 2.6.

Table 2.5: Modulation and coding procedures for ded transfer between

reader and card

FACTORS VALUE
Modulation 10% ASK,100% ASK
Data coding 1 of 256 and 1 of 4
Baud rate 1.65 Kbit/s and 26.48 Kbit/s
Table 2.6: Modulation and coding procedures for dad transfer between smart card
and reader
FACTORS VALUE
Modulation Load modulation with sub-carrier
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Data coding Manchester encoding
Baud rate 6.62 Kbit/s and 26.48 Kbit/s

Part 3 -Protocolsand Part 4 Registration of Applications are still being prepared
by the governing bodies. Therefore they cannotdiailéd at this point in time.
2.5.7.2Container identification
The ISO standard defines the standard used ind@&ification of containers using active
tags. These tags use microwave transponders. Hresactivated by unmodulated carrier
frequencies ranging from 850 to 950 MHz and from &Hz to 2.5 GHz. The tags use

backscatter coupling (Section 2.5.5.3) for datagmaission via FSK modulation.

2.5.7.3Item management
This is the standard used in item management, edlyewvarehouse management. The
standard used is ISO 18000 [7, p.268]. The stanctamdists of six parts:
Part 1 - Generic parameter for Air Interface Comivation for Globally Accepted
Frequencies
Part 2 - Parameters for Air Interface Communicabetow 135 kHz
Part 3 - Parameters for Air Interface Communicatio©3.56 MHz
Part 4 - Parameters for Air Interface Communicatib.45 GHz
Part 5 - Parameters for Air Interface Communicatioh.8 GHz

Part 6 - Parameters for Air Interface CommunicatdgHF frequency band

2.5.8Data Integrity in RFID

As RFID involves data transfer using contactlesitelogy, it is highly probable that some

form of interference may occur during data trandieis essential for the proper functioning
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of an RFID system that the data being transmittesin( tag to reader or vice versa) should

not contain any errors. In other words, the intggf the data should be maintained.

This section examines the different methods usedrfaintaining data integrity in RFID.
This can be done by using checksum procedureseTheen types of checksum procedures
are used in RFID: the parity checking method [7,9p], the Longitudinal Redundancy

Check (LRC) method [7, p.196] and the Cyclic Redumay Check (CRC) method [7, p.197].

2.5.8.1 Parity checking method
This is the simplest checksum method availablés Hlso called the Vertical Redundancy
Check method (VRC). In this method a parity biagsigned to each transmitted data bit.
Before the data are transmitted, a decision isntatiecheck for either odd or even parity by
the sender and receiver. This is done to maintanctgonisation between both parties (tag

and reader in RFID).

If odd parity is used then there should be an addber of 1's in the sent data bits, and if
even parity is used then there should be an eveibauof 1's in the data bits received at the
receiver end. A simple parity check method canniy@emented using XOR (EX-OR) gates.
XOR gates are basic adders. By adding the two Yimgruts to an XOR gate, their sum is

obtained.

If even parity (even number of 1's) is used the sfrthe bits is always equal to zero, and if

odd parity (odd number of 1's) is used the outguhe XOR gate will be equal to 1.
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The parity checking method can be explained by medman example. Consider the code
C616 which must be checked for even parity. The cirgiven in Figure 2.35 can be used.
Céusis written as 1100 0110 in binary. Since the tatahber of 1's is equal to four (which is
even), the output of the circuit should be LOW #mn0). If an error has occurred during

data transmission, the parity changes to odd amdutput will be HIGH (binary 1).

155 0

—) o

—) o

I

Figure 2.35:  Parity checking method using sample da 1100 0110

Parity checking is the easiest method for checkiaig integrity, but it is the least preferred
because if two errors occur simultaneously, thenetitors cancel each other out. Therefore

the chance of errors is not equal to one error.

2.5.8.2 Longitudinal Redundancy Check (LRC) procedure
This is another checksum procedure. This methodlss called horizontal redundancy
checking or cross-parity checking. In this methodt only the integrity of a single bit in

transmitted data is checked, but the entire partggrity of a group of characters.
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Here the parity of the individual character in @adhlock is first found using the parity
checking method. This is done for the whole datee first parity bit is then XOR’ed with the

next parity bit. This process is continued untd thst parity bit is reached.

At the end an LRC bit is appended to the data bldtle LRC bit when XOR’ed with the

parity bits must generate a zero. The data bytngalvith the appended LRC bit, is then
transmitted. At the receiver the check is doneragaing an XOR gate circuit. If the final

answer is zero then the data transmitted were thdegect.

The LRC procedure can be explained by means okamggle. Suppose a message ‘HELLO’
must be transmitted from the tag to the reader.lJR€ method to check whether the correct

data have appeared at the output is as follows:

Letters of ASCII LRC
message value parity
H 1001000 0
E 1000101 1
L 1001100 1
L 1001100 1
o] 1001111 1
LRC bit 0

The LRC method is used for very small data blotks, reason being that with large data
blocks multiple errors can occur which cancel outhe end and thereby give an incorrect

data integrity check at the end.

78



2.5.8.3 Cyclic Redundancy Check (CRC) procedure
The Cyclic Redundancy Check is another techniqued&ecting errors in digital data. It
does not correct the errors when detected. In R€ @iethod a certain number of check bits

are appended to the data message that is to tseniiteed. This is called the checksum.

The receiver checks whether the received checkgireea with the checksum sent with the
data when it is received. If an error has occuthedng transmission, the receiver asks for a
re-transmission of the data. The mathematical phaes and hardware implementations are
similar to those discussed in the parity checkimgl dongitudinal redundancy checking

methods.

2.5.9Security in RFID

Security is a vital aspect of any technology, nam@ae so than in RFID technology. Since
RFID involves contactless data transfer, it is highrone to some security threats. This
section discusses some of the possible securigathito RFID as well as measures against

the threats.

2.5.9.1 Security threats in RFID
There are different types of security threats inlRH hose analysed here are:
» Cloning
» Spoofing

» Eavesdropping.
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Cloning: This type of threat arises when an ‘attacker’, pgsas the reader, intercepts data
from an RFID tag. The attacker then re-transmiésdéata. In this way the attacker abuses the

RFID application by cloning [18, p.292-295] a geveiRFID tag.

This type of security threat is exemplified by auntdic pay-points using RFID technology.
The attacker can read and intercept an encryptdd from a tag using a reader which can
read data from similar tags. Once the attacker&ad the tag, he can re-transmit the data at

the pay-point using the encrypted data, thus amgigayment.

Sooofing: This type of threat arises when a foreign dataierars placed within the
interrogation zone of the reader with maliciougint[18, p.329]. If the security protocols of
an RFID reader are known, the attacker can desigggawhich follows similar security
protocols and contains the same data as the drigigaThis ‘spoofed’ tag can be used to

gain access to an RFID-enabled room or buildingctvie otherwise out of bounds.

Eavesdropping: All tags follow certain standards as explainedha study (Section 2.5.8).
The readers are designed to capture data basdw atandards followed by the tags. If the
standards and protocols followed by a tag are knthenattacker can design a reader that can
read data from a tag if the reader is brought wittiie data transfer range of the tag

[18, p.283]. This is especially dangerous if thgegtores highly confidential data.

2.5.9.2 Overcoming security threats in RFID
The security threats mentioned in Section 2.5.91 lse overcome by using two methods:

physical methods and technical methods.
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Physical methods use certain physical parameteRFtD technology to create a barrier for
unauthorised data access. Two methods are used here
» The Faraday cage method

» The read range limiting method.

Faraday cage method: A Faraday cage [18, p.330] is an enclosure forime@ conducting
material. Such an enclosure blocks external stalds. An external electric field on the
conductor will cause the electric charges withia donducting material to re-align in such a

way as to nullify the net electric field in theenior of the cage. This is shown in Figure 2.36.

Faraday cage

Net charge inside the cage is
T / equal to zero
______________________ 1.
+ - -
+
+
- -1+
R The charges
+ inside the

conductor align
negatively due to
the positive
charge in the

Positively charged exterior.

external field

Figure 2.36: Faraday cage
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A Faraday cage has the same effect on radio wabesradio waves are unable to penetrate
a Faraday’s cage. Therefore if an RFID tag is planside a Faraday cage, the interrogation
zone created by the reader will not have an effacthe tag and therefore data from the tag
cannot be accessed.

This method requires the user to place the tagnetallic enclosure at all times except when
it is read by the authorised reader. The new Araarassports, which have embedded RFID

tags, have metallic enclosures which shield theimmfunauthorised access.

A Faraday cage alone is not a very effective methoehsure RFID security. Therefore it is
often incorporated with other security featureshsas encryption (discussed under technical

security methods).

Read range limiting method: Most RFID fraud occurs when the attacker useg adaapture
the data from a tag. If the read range of thegaggnificantly reduced to a few centimetres, it
would be practically difficult for an attacker toifig the RFID reader close enough to capture

data from the tag.

This method reduces the cost of an RFID system,dlffiers minimal security as close
monitoring by an individual is necessary to avoidlpnactice. Therefore this method cannot

be used for applications that store confidentighda

Technical methods of securing data in RFID use emadtical algorithms and electrical
circuitry to prevent data from being accessed bgutimorised personnel. There are mainly
four methods of accomplishing this:
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» Kill command
» Blocking
» Mutual symmetrical authentication

» Encryption.

Kill command: The RFID tag not only transfers the data it cargabut acts as a transponder
which allows it to be monitored from any given diste depending on the tag used. This is
an advantage in the shipping industry where freggimt be tagged and monitored from shore.
But it becomes a major disadvantage and a sedhrigat if the tag can be tracked without

the knowledge of the user.

This can be better explained by an application BfCRin the textile industry [18, p.291].
Textile material can be tagged for keeping trackneéntory at the time of fabrication. The
same tag can be used in a retail store up to time pibsale. But after the point of sale, if the
tag continues to be active, it poses a threat @octnsumer as his/her whereabouts can be

tracked by an attacker with a reader.

This obvious breach of security can be overcomeidigg a kill command [7, p.201]. The

tags are designed such that at the point of sakenwhis read by the reader, the reader

executes a kill command which kills or deactivdtestag.

The kill command is a good technique to ensurerggcand privacy in RFID, but severely

limits the functionality of RFID tags beyond theimpoof sale.
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Blocking: This is a modification of the kill command techuéq The difference is that the
tags are given a privacy bit. The privacy bit caralstivated or deactivated as intended by the
user. The privacy bit can be set to ‘0O’ at or beftre point of sale. Once it has passed the

point of sale the privacy bit can be activated.

Blocking [13, p.332-335] requires a blocker tag ethmakes a normal tag unreadable in its
presence but allows the same tag to be read ordeldbker tag is removed. The advantage
of blocking is that the tags are not killed, bug ar effect put into sleep mode when required,
thereby enhancing the life cycle of a tag as wsllirecreasing the functionality of RFID

technology beyond the point of sale.

Mutual symmetrical authentication: This is a security measure used by the readethenthg.
In this method both the reader and the tag check ether's knowledge of a common

crypto-logical key [7, p.221].

The tag and the reader have a common crypto-lodgieq) K. When the tag enters the
interrogation zone of the reader, both the reader the tag will not be sure if they are

communicating with the correct device.

In order to ascertain the validity of the tag ire timterrogation zone, the reader sends a
request for a random number from the tag. The éggands by sending a random number,
Ra. The reader encrypts this random number usingahemon crypto-logical key and sends

it back along with another randomly generated nuriRbe
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If the tag uses the same crypto-logical key agd¢héder, it will decrypt the message from the
reader. The tag checks to make sure that the decrypessage is similar to the one it

initially generatedRRa).

This process is reversed by the tag which encriiptsrandomly generated numb@&,
which it received from the reader and transmits it backhe reader. If the reader is able to
decipher the message, then the reader and theatag rhutually authenticated each other

using a common crypto-logical key.

Encryption: This is the most logical method for securing dateRFID. Using encryption
[7, p.224], the data to be transmitted from thettathe reader are encrypted using a crypto-
logical key K and a secret algorithm. The data caly be decrypted by the attacker if he
knows the secret key as well as the secret algoriithe secret algorithm is not a fixed one;

it is generated at the time of encryption, so itre# be decoded easily.

There are two types of encryption used in RFID: mytrical and asymmetrical. Symmetrical
encryption involves using the same key for ciplgramd deciphering the data. If two
different sets of ciphering keys are used for epitng and decrypting data, then it falls under

asymmetrical encryption.

Symmetrical encryption is most often used in RFTBe data to be transmitted are encrypted
using a crypto-logical key. The ciphered data Gentpassed from the tag to the reader. A
potential attacker cannot do anything with the engld data if he does not have the secret key
or the secret algorithm used for encryption. Thphered data can only be deciphered by the
reader which has the secret key and the algorithed tor ciphering the data.
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2.6 Need for Wireless Link between RFID Reader and RFIDMiddleware

Typical readers come with an RS232 or RS485 interfahese interfaces can be connected
to the RFID middleware. However, wired links haveng disadvantages, namely:

» Mobility limitations

» Flexibility limitations

» Cost of installation and maintenance

> Architectural limitations.

Mobility: A wired connection between a reader and RFID middleware will mean that the
reader has to be made stationary. In a systemasuBH#ID in which all the components work

on contact-less data transfer, a stationary readlareduce overall mobility.

Flexibility: An RFID tagged object is usually platén areas that cannot be easily accessed
by human beings. A handheld RFID reader (discuss&ection 2.5.2.1) will be able to read
these tags. If the handheld reader is wired tontickdleware, the flexibility of the RFID

system is compromised.

Cost of installation and maintenance: To set upiradwetwork for the RFID system in a
university environment is expensive as many maifesmble have to be linked between each
reader and the RFID middleware. The cost concemsiat end there. If a fault occurs

somewhere along the line, the entire length otctdde has to be replaced.

Architectural limitations: Another problem with theired approach is linking between a

reader and the RFID middleware which are locatedwia different buildings. It is not

86



practical to have a wired link between two buildings the cables are exposed to

environmental factors.

This project examines the viability of a wirelesskl between the reader and the RFID
middleware to overcome these challenges. A numbevireless technologies available on
the market today were closely examined for thisppse. Three technologies were short-
listed. They are Bluetooth technology, Wireless dloarea Network (WLAN) technology

and ZigBee technology.

The different factors that were considered whenrtdigting the three technologies
mentioned in the last paragraph were cost, poweswoption, data bandwidth capabilities,

transmission range and system complexity.

Section 2.7 compares the three technologies basdtieocriteria mentioned in the above

paragraph. This comparison was undertaken to determhich wireless technique is most

suitable for the desired end application of thigiguet. Table 2.7 shows the comparison.
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2.7 Comparison between Wireless Technologies

Table 2.7: Comparison between wireless technologies

MARKET NAME ZIGBEE WLAN BLUETOOTH

Standard IEEE 802.15.4 IEEE 802.11 IEEE 802.11.1

Application focus JMonitoring and  JWeb applications,|Cable replacemergt
Control fe-mail

[Battery life (days) J100-1000 0.5-5 1-7

[Bandwidth (KB/s) J20-250 11000 720

Transmission 1-100 1-100 1-10

|range (metres)

Advantages Reliability, cost, [Speed, flexibility | Cost, conveniende
power

System Low Medium Medium

|Complexity

Shortfalls Relatively new  JCost Range
technology I

The comparison shows that all three technologiese htheir own advantages and
disadvantages and that any one of the three carsdx for this project. WLAN technology
would probably be the cheapest as the Central Wsityeof Technology (where this project

was done) already has a well-established infrastrecBut WLAN needs an uninterrupted

DC power supply as the battery life is very short.

Bluetooth technology also has distinct advantagest(and convenience), but a transmission

range of only 10 metres was an obvious disadvarahge with the limited battery life.

Throughout this project, the main idea was to skreéhe limits of knowledge and study new
techniques and methods which have not been usedopsty. Therefore when ZigBee

presented itself as a possible cable replacemettiocheit was carefully considered. The
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advantages of battery life and transmission rarfgeoasly strengthened the case and this
ultimately resulted in the use of ZigBee technol@py a wireless link between the RFID

reader and the middleware. Section 2.8 analyseBegigechnology in detail.

2.8 ZigBee Technology

ZigBee [19, p.3] is a low data rate, low-power agngtion, low-cost, wireless networking

protocol. It is based on the IEEE 802.15.4 standardow data rate Wireless Personal Area
Networks (WPAN). As seen from the comparison inldst section, ZigBee consumes very
little power and transfers small packets of dat@rolarge networks with a substantial

transmission range.

ZigBee technology is developed by ZigBee Alliant8][(an association of companies that
collaborate to develop standards and productsel@ble, cost-effective, low-power wireless

networking) and IEEE 802.15.4.

The technical specifications of ZigBee technologge @ased on the ZigBee stack. The
ZigBee stack is made up of IEEE 802.15.4 [20] stadsl and the ZigBee standards [20].
IEEE 802.15.4 defines the physical [19, p9] and Mellccess Control (MAC) layer [21]

while the ZigBee standard defines the network 14§26t and the application layer [21]. The

ZigBee stack and its components are defined in@e2t8.2.

The discussion of ZigBee technology starts withoaklat the different components of a
ZigBee system. This is to give a rough idea ofwloeking of ZigBee technology. Next, the

different network topologies used in ZigBee arecdégd in Section 2.8.2. The technical
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details of ZigBee are then studied (Section 2.8dl 28.5) by analysing the ZigBee stack in

Section 2.8.3, and finally issues of security igE&e technology are studied in Section 2.8.6.

2.8.1Components of a ZigBee System

A typical ZigBee wireless network system consigttheee types of devices:
» ZigBee coordinator
» ZigBee router

» ZigBee end device.

2.8.1.1 ZigBee coordinator
This is the most intelligent unit in a ZigBee west system. It is also called a Fully
Functional Device or FFD. The coordinator is conedcto middleware. When the
coordinator is powered up, it scans the networkestablish a connection. The ZigBee
coordinator [22] establishes connection with thHeeotcomponents in the system by a unique
16-bit network address. This unique network addiesssed for finding each device in a
ZigBee network. The coordinator can communicatehvatl the other components in a

ZigBee network. There will always be only one cooator per network.

2.8.1.2 ZigBee router
The ZigBee router [22] is an optional device in @Bte wireless network. It has less
processing capability than a coordinator, and esdfore referred to as a Reduced Functional
Device (RFD). The router can also be a Full Fumatiddevice (FFD). The main purpose of
the router is to connect a coordinator and an ewicd. The number of routers in a network

is dependent solely on the size of the network.
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ZigBee can drive up to 256 devices [19, p.4] inirgle wireless network. It is in such a
scenario that the router becomes essential, a®ther can transmit the necessary data from
the coordinator (given the correct destination adsly to the end device. The router can

communicate with both the coordinator as well asehd device.

2.8.1.3 ZigBee end device
The ZigBee end device [22] is connected to the wset- application. This component is
usually powered down (sleep mode) and only actikerwit has to transmit data. Once it has
transmitted data, it goes back to sleep, therebingdattery life. The ZigBee end device can
communicate only with the coordinator and canremgfer data directly to other end devices

in a network.

A simple diagrammatical representation of the ZigBemponents and how they would work

in real life is given in Figure 2.37.
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Flow of data from a
coordinator to a router to
the end device

ZigBee coordinator

ZigBee router

ZigBeeend device

Figure 2.37:  Data flow from the ZigBee coordinatorto the end device through a

router

2.8.2 Network Topologies in ZigBee Technology

Section 2.8.1 introduced the three components ijBee network. This section examines
the different means whereby data are transferrenh ftne ZigBee coordinator to the end
device and vice versa. There are three main nettopdogies used in ZigBee technology:

» Star topology

» Peer-to-peer topology

» Tree topology.

2.8.2.1 Star topology
Star topology [21] is comprised of one ZigBee caumatbr and one end device (ZigBee
routers are optional in this instance). The ZigBad devices are electrically and physically

isolated from each other. Communication betweendna devices is therefore possible only
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through the coordinator. Star networks are alskedaingle-hop networks as there is only a

single path between the coordinator and the enateleligure 2.38 shows the star topology.

. Coordinator

. End device

Communication flow

Figure 2.38:  Star topology

2.8.2.2 Peer-to-peer topology
Peer-to-peer topology [21] can consist of all theeenponents in a ZigBee system. Direct
communication between two end devices is not pe&thifas in star topology), but two
routers can communicate with each other withowWinig through the coordinator. Peer-to-
peer topology is also referred to as a multiple-inepwvork, because the topology allows
multiple paths to transfer data from one end detacanother. Figure 2.39 shows how peer-

to-peer topology functions.
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Coordinator

Router

End device

Communication flow

Figure 2.39:  Peer-to-peer technology

2.8.2.3 Tree topology

The tree topology [21] is the third network topojogsed for data transfer. This is an
extension of the peer-to-peer topology. This togglonaximises the use of a router in a
ZigBee network. A ZigBee router can be used to tfyyeacrease the coverage area of the
network by forming a tree-like structure. The caoador is the ‘tree’ and the router forms
the ‘branch’ of the tree. Tree topology eliminaties need for an end device to be within the

read range of the ZigBee coordinator. Figure 2lihs how tree topology functions.
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Coordinator

Router

End device

Communication flow

Figure 2.40: Tree topology

2.8.3The ZigBee Stack

The ZigBee stack has several layers made up aBEE 802.15.4 standard and the ZigBee

standard. Figure 2.41 shows the make-up of a ZigBak.
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IEEE 802.15.4 standard

ZigBee standard

End user applications

Figure 2.41: The ZigBee stack

2.8.4The |IEEE 802.15.4 Standard

IEEE 802.15.4 defines the physical characteristice ZigBee device. These include the
frequency of operation, the types of modulationduaied the types of devices for Low Rate
Wireless Personal Area Networks (LR-WPAN). As shawrrigure 2.40 it has two layers,

the physical layer and the Media Access Control BJlAayer.
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2.8.4.1 Physical layer
ZigBee technology, like RFID technology, transfdeda using radio waves. ZigBee supports
three frequency bands to transfer data. They & .th GHz band (the global ISM band) and
the 868/915 MHz bands (the frequency bands usedEurope and North America,

respectively).

Each of these frequency bands has different datdvindth capabilities which depend on the
number of channels used for data transmission 86BeVIHz band (868 MHz-870 MHz) has
only a single channel and a data rate of 20 kbpe. 915 MHz band (902 MHz-928 MHz)
offers ten channels for data transfer at a grots rdaée of 40 kbps. The third frequency band
is the 2.4 GHz band (2.4 GHz-2.48 GHz). This fremyeband has the most number of
channels, namely sixteen. It also has the highatst chte capability at 250 kbps. The three

frequency bands and their channel width are show#igure 2.42.

The 2.4 GHz band has a 5 MHz channel bandwidththed868/815 MHz has a 2 MHz

range. This is shown in Figure 2.42.

97



2.4GHz FREQUENCY BAND _.‘ |._ 5 MHz
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2.4 GHz 2,48 GHz
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915 MHz FREQUENCY BAND —-‘ ’.._ 2 MHz

1111111

02 MHz 928 MHz

4+—— 10 CHANNEL] —07 —p

8§68 MHz FREQUENCY BAND

-

868 MHz

Figure 2.42:  The different frequency ranges in th@hysical layer of the IEEE

802.15.4 standard

The main features of the three bands are summairisgable 2.8. The physical stack is also
responsible for link quality indication, clear cin@h assessment and receiver energy
detection, but the primary purpose of the physiagér is to transmit and receive packets

across the medium.
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Table 2.8: Features of the three frequency bands

FEATURES 2.4 GHz 915 MHz 868 MHz
DATA RATE 250 kbps 40 kbps 20 kbps
CHANNELS 16 10 1
MODULATION Orthogonal QuadraturgBinary Phasq Binary Phasd

Phase Shift Keying Shift Keying | Shift Keying
BITS/SYMBOL 4 1 1
SYMBOL PERIOD 16us 2415 241

2.8.4.2 Media Access Control (MAC) layer
The second layer of the IEEE 802.15.4 standaraeisMAC layer. The MAC layer deals with
the data transfer, channel scanning and assodiiassociation functionalities in ZigBee

technology. The MAC layer also defines to an exteatbattery life of the wireless devices.

The explanation given in Section 2.8.1 shows tleee different components in a ZigBee
network. Some devices will be Reduced Function Bevior RFDs (end devices), while

others will be Fully Functional Devices or FFDsdodinator or router).

The MAC layer provides an FFD with a full set oh@tionalities that enable them to act as a
coordinator or router. When acting as a coordingtee FFD provides communication and

network joining services by means of beacons.

Depending on the topology used for data transfer #tigBee network, the FFD can act as a

Personal Area Network (PAN) coordinator. The PAMrdmator controls the operation of a

network.
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The PAN coordinator operates in one of two wayscdh operate with a super-frame
structure or without one. To understand these opasathe MAC super-frame [22] must be

explained first. Figure 2.43 shows a typical MAQ@esuframe.

Beacon Beacon

4—
J CAP CFP IN-ACTIVE *‘ r

GTE |GTS I

7|8 |2 Juofr frzfazios oy

|

ofrfa]sfs]s]s

CAP Contention Accesz Period
CFP Contention Free Period

3T5 Guaranteed Time Slots

Figure 2.43: MAC super-frame

If a PAN coordinator operates with a MAC super-feant first sends a frame as shown in
Figure 2.43. The MAC super-frame is divided intamtialves: active session and inactive
session. The coordinator goes into the sleep madagithe inactive session thereby saving

power.

Data are transmitted during the active session. aldtiee session is divided into two fixed

size slots: the Contention Access Period (CAP)thadContention Free Period (CFP).

The components of a ZigBee network compete amosmmdbklves for channel access during a
CAP slot using slotted CSMA-CA [23, p.706] prototoltransmit data. Meanwhile, during
the CFP, the ZigBee devices transmit without cadhtegnfor a channel using the Guaranteed

Time Slots (GTS). The GTS are assigned and adrareidtby the PAN coordinator.
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The end devices in a ZigBee network are usuallgléep mode, which means that they are
only in an active state when they have to transiaia or ‘wake-up’ at periodic intervals to

detect whether there is any incoming data fronctierdinator.

If a PAN coordinator wishes to transmit data withasing a MAC super-frame, then there
are no beacons, and unslotted CSMA-CA is used donneunication. The coordinator is
always in the active state and ready to receiva ftatn the end device. The transfer of data

from the end device to the coordinator is poll blase

The MAC layer is also responsible for the assommpirocess as mentioned at the beginning
of this section. Association is the process ofijgnthe ZigBee devices to form a network.
This is done by sending a request to the end ddwice the coordinator. If the request is
accepted, the coordinator assigns a 16-bit shodread to differentiate the different

components.

2.8.5The ZigBee Standard

The ZigBee standard is built on the IEEE 802.1%a#dard. This consists of two layers:
» Network layer

» Application layer.

2.8.5.1 Network layer
The network layer is responsible for routing ovemedwork. In Section 2.8.2 the different
network topologies used in a ZigBee network werscused. The network layer is

responsible for providing a multi-hop routing (p¢epeer and tree topology), discovering a
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route, maintenance of a route, security in a reuie joining/leaving a network with 16-bit

addresses obtained from the MAC layer.

The above functionalities of the network layer areated by using several algorithms and
protocols [21]. A full explanation of these algbrits and protocols is not within the scope of

this thesis.

2.8.5.2 Application layer
The application layer is made up of three companethie Application Object (APO), the

ZigBee Device Objects (ZDO) and the Application Sajer (APS).

The APO falls under the application framework oZigBee system. It controls all the
hardware units in a ZigBee network. The ZDO is ecg&d object which allows the APO’s to
discover devices within a network and the servibey implement. The ZDO also provides
communication, network and security managementicesy The APS acts as an interface
between the APO’s and the ZDO’s. Figure 2.44 itatsts the various components of the

application layer and how they interact with eatifeo
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~ Object
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prlication Sub’layer

Figure 2.44: Components of the ZigBee applicatioraler

2.8.6 Security Issues and Solutions in ZigBee Technology

Wireless networks are slightly disadvantaged wheoomes to computational power and
communication resources as compared to a wiredanktvs a result of these drawbacks the
security features in any wireless network will o as efficient as they are in a wired
network. However, ZigBee Alliance describes seguiftinctionalities [20] on an open trust

model where all applications running on a singleicetrust each other.

Some of the security issues that confront ZigBeg #eir solutions are discussed in this

section.

Data freshness. This aspect refers to the data being transmittedeceived in a ZigBee
device. The data have to be refreshed in ordevda@adhe same data being sent over and over
again. ZigBee devices contain counters for inconasind outgoing messages. These counters

are reset every time a new key is created, themebgitaining the freshness of the data.
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Data integrity: This is similar to the problem discussed in RFIBtens (Section 2.5.9).
ZigBee tackles this problem by providing 0-, 324- @r 128-bit data integrity for the
transmitted messages. The procedure is simildngahecksum methods used in RFID. 64-
bit data integrity is the default in most ZigBeevides. These bits are used in checksum

procedures to ascertain the integrity of transuhittata.

2.9 Software Section

The data from the RFID reader make little sens¢heir own - the aim of this project is to

automate attendance registration. The RFID readarread a student card (tag) once it
comes into the read range of the reader, but th@ flam the tag on their own cannot
automate the attendance register. Therefore RFIBdleware is used to automate the

attendance register.

RFID middleware is the software part of this projdt contains the logic for the RFID
application and a database system. The softwatesedf this project runs on a personal

computer for testing purposes.

2.9.1The Components of RFID Middleware

The middleware is the software part of this projastmentioned in the last section. This
project uses Java and Apache Derby to manipulate flam the reader and use it for

automating the attendance register.
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Java: Java is an object-oriented programming languageldped by Sun Microsystems in
1995 [24]. It derives most of its syntax from C aé+. It has some distinct advantages that
are suited to the structure of this project:

» Simplicity

» Robustness

» Security

» High performance

» Architectural neutrality.

Above all, the most important aspect is that Jaweawrite-once, compile-once, run-anywhere
sort of program. This means that irrespective efithrdware used, Java adapts to it such that

the original coding remains the same.

Another advantage of Java is that it has Applicafsogram Interfaces (API) that can be
used for linking two software components. One s&Bt used in this project is called Java
Data Base Connectivity (JDBC). JDBC allows an esdruo query and update a relational

database with the Java program.

In order to program with Java, one needs a platfdtetbeans 6 is the platform used for Java

programming in this project.

Apache Derby: This is a Java relational database managemetansytbat can be embedded
in Java programs and be used for data manipulafioa.Apache Derby database works on
the Structured Query Language (SQL) used by theniajof database programs such as
MySQL and Oracle.
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The reason for using the Apache Derby databadeatsitt works with JDBC and Java as a

single program. Therefore all the work relatingtis project is done on a Java platform.

2.9.2Programming Concept

This section outlines what is expected of the safénsection of this project. The detailed

working of JDBC and the Apache Derby database i@engn Part 3 of this thesis.

The data scanned from the student card (tag) bREIB reader are brought to the serial port
of the computer. A program is written in Java ttiese the data from the serial port and

bring it to the Netbeans Java platform.

A database containing the 8-bit numbers on a studam and the corresponding student

numbers of all the students belonging to a classesiated using the Apache Derby database.

The scanned data from the student card are compétiedhe data in the created database
using JDBC. If there is a match, the scanned d&amtered into another database with the

date and student number. This process is repeatall cdass days.

At the end of the academic term or semester, anttdunction in the Apache Derby database

is done on each student number. This will givettital number of days a student was present

in class, thereby automating the attendance registe
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2.9.3JDBC Concepts

JDBC [25] is used by Java to access and manipaldtgabase. JDBC has four components:
» JDBC API
» JDBC driver manager
» JDBC test suite

> JDBC-ODBC Bridge

JDBC API: The API provides the industrial standard for mecting Java programming
language and a wide range of databases. The Adlsigned such that it only needs to be
written once and can be run any time. There arepaakages in a JDBC API:

-java.sql

-javax.sql.

These two packages are used to connect the Jagmprand the databases.

JDBC driver manager: This is the backbone of the JDBC architectureddtines objects

which connect a Java application to a JDBC driVére main responsibility of the JDBC

driver is to load all drivers found in the systemogerly as well as to select the most

appropriate driver for opening a database connectio

JDBC test suite: The test suite checks whether the driver will auspecific user program.
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JDBC-ODBC Bridge: ODBC is an acronym for Open Database Connectivityis is an
interface language that enables applications toessccdata from various database

management systems. The ODBC translates the JDBi@dhealls into ODBC function call.

The JDBC architecture better explains the concépteo JDBC-ODBC bridge explained in

the last section. Figure 2.45 shows the JDBC achite.

Java program | JDBC Driver JD?;-;:,DBC

|

DATABASE [€=== ODBC Driver

Figure 2.45: JDBC architecture

2.9.4The JAVA.SQL Package

This is the main package of the JDBC API used is finoject. Almost all the Java coding
done in this project uses this package. This seatxamines the contents of the java.sql

package.

2.9.4.1 Connection with database
To make a connection [25] with the database, jglgsovides the driver manager and the

SQL permission class. The driver manager classshidpmake the connection with the
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database using a driver interface. The SQL peramnsslass, on the other hand, provides the

security for the connection by setting up a useeamd password to access the database.

2.9.4.2 Sending SQL parameters to a database
In order to access the database some SQL statemastde sent to the database. Using the
java.sgl package, the programmer can send basic S$&Qé&ments and prepared statements
using the statement objects. The statements atdlsengh the connection interface which
provides methods for creating statements and magabeir connections and properties. The

SQL statements will be discussed in detail in $ac#.10.

2.9.4.3 Updating and retrieving results of an SQL query
Updating and retrieving results from a database ucial aspect as far as this project is
concerned. Th&esultSet object is responsible for this process. TResultSet maintains a
cursor pointing to the current row of data at ttaetsof the program and moves through each

of the rows, until there are no rows left.

2.9.4.4 Metadata object
This object provides information to the applicatiamout the databasResultSetMetadata is
a method in the Metadata object that provides méiron about the columns of a database to

the ResultSet object.

2.9.4.5 Exceptions
Exceptions are error messages generated by theplageam in various instances of the

programming. Some of the common exceptions gerceeats
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SQLException - An error generated by the methodsa gfrogram whenever there is a

problem accessing the database. The program witxexrute if there is as SQLException.

SQLWarning - An exception which generates a warrdng to some missing parameters.

The program will execute with the warning, but migbt output the desired results.

BatchUpdateException - Indicates that all commdraise not been updated successfully.

Data Truncation - Indicates that some part of theleds missing.

2.9.55QL Concepts

SQL is a standard language for accessing and nlatipy databases. There are different
Relational Database Management Systems (RDBMS)us&atSQL, such as MySQL, DB2,

Oracle, MS Access and Apache Derby.

The data in a RDBMS are stored in database obpadiisd tables. A table is a collection of

related database entries and it consists of rodscalumns. A database may contain one or
more tables. Each table is identified with a naffeble 2.9 shows a database table called
“students” with three columns for student name, aige student number. It has three entries,

one for each student.
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Table 2.9:'Students’ table with three columns andhree entries for the columns

Student name] Age | Student number
Alex 19 | 3229

John 21 | 3230

Mary 20 | 3231

A database table is created using certain SQLmstaits. There are basically two types of
SQL statements: the Data Manipulation Language (Pifd the Data Definition Language

(DDL).

The Data Manipulation Language statements are fmgeguerying and updating a database

table. Some of the DML commands are given below.

» SELECT - command used for extracting data fromtalzese
» UPDATE - command used for updating data in a da@ba
» DELETE - command used for deleting data from alokzda

» INSERT INTO — command used for inserting data enttatabase.

The Data Definition Language statements are usedréating and deleting database tables.
They also provide indexes, specify links betwednle® and impose constraints between

tables. Some of the commonly used DDL statememtasfollows:

» CREATE DATABASE - used for creating new databasdes
» ALTER DATABASE - used for modifying a database

» CREATE TABLE - used for creating a new table

» ALTER TABLE - modifies a created database table
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> DROP TABLE - deletes a table
» CREATE INDEX - creates a search key for databdskesa

> DROP INDEX - deletes a search key for database tabl

2.9.6 SQL statements and their syntax

This section explains the syntax used in some ®fSQL commands. In order to facilitate
understanding, all the syntaxes will be explaineithwhe help of Table 2.10. All SQL

statements must end with a semi-colon.

Table 2.10: Example of database table

Student name] Age | Student number
Alex 19 | 3229

John 21 | 3230

Mary 20 | 3231

2.9.6.1 SQL CREATE table statement
The first thing that needs to be done in databasgramming is to create a database table.
Before creating a database table the user must kihewxact amount of data that the table
contains, i.e. the number of columns that will leeded. The syntax for creating a table

[26, p.51] is as follows.

CREATE TABLE table_name (column_namel data_typeluron_name2 data_type,

column_name3 data_type);
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The data type specifies what type of data the coltwwlds, for example variable character

(names, addresses) and integer (student numblegghdae numbers, ages).

In order to create the database table shown ineTaBl, three columns are needed. The table

is created using the following syntax:

CREATE TABLE students (student name varchar (288g integer (40), student number

integer (40));

The data types used in this instance are varidideacter (varchar) and integer. The number

in the bracket specifies the maximum length ofdata in characters.

2.9.6.2 SQL INSERT INTO statement
The insert statement [26, p.75] is used for insgrtialues into a database table. The syntax

for the insert statement is as follows.

INSERT INTO table_name (column_namel, column_nanteymn_name3) VALUES

(valuel, value2, value3);

The INSERT INTO statement is exemplified by ingegtithe first set of values into the
‘students’ table (Table 2.10). It is important tota that the variable characters must be

placed in single quotes to differentiate them fiategers.

INSERT INTO table_name (student name, age, studemtber) VALUES (‘Alex’, 19,
3229);
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The result for such a statement will generate st fow of the ‘students’ database table.

This is shown in Table 2.11.

Table 2.11; The result for INSERT INTO statement

Student name] Age ] Student number
Alex 19 | 3229

2.9.6.3 SQL SELECT statement
The select statement is used for extracting data the database table, as mentioned in the

previous section. The syntax for selecting [264pdata is as follows.

SELECT column name(s) FROM table_name;

OR

SELECT * FROM table_name;

An example of each of the select statements cambeusing the ‘students’ table created in

Table 2.9. Suppose the database programmer wawotstaon the student number of all the

students from the ‘students’ table. The correspup&@QL statement will be:

SELECT student number FROM students;

The result for such a query statement is givenabld 2.12.
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Table 2.12: Result of the SELECT student number FR® students statement

Student number
3229
3230
3231

The select statement can also be:

SELECT * FROM students; - This statement seledtthealcolumns from the database table.

2.9.6.4 SQL UPDATE statement

The update statement [26, p.81] is used for makiramges to data that are already present in

the database table. A typical update statemerst fisli@ws:

UPDATE table_ name SET column_namel = newvaluelynuol name2 = newvalue2

WHERE column_namel = oldvaluel, column_name2 =ailt2;

An example of an update statement is changing tie & Alex in the ‘students’ table from

19 to 21. This is done by using the following stadet:

UPDATE students SET age = 21 WHERE student nanfdLEX.

The updated ‘students’ table is shown in Table 2.13
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Table 2.13:  The updated ‘students’ table

Student name] Age | Student number
Alex 21 | 3229
John 21 | 3230
Mary 20 | 3231

2.9.6.5 SQL DELETE statement

This statement is used for deleting data from alukete table. A delete [26, p.85] statement

has the following syntax:

DELETE FROM table_name WHERE column_namel = valuel;

An example of the delete statement is writing &estent for deleting all the entries of John

from the updated ‘students’ table. The statemeas ifollows:

DELETE FROM students WHERE student name = ‘John’;

The result for such a statement is shown in Tallé.2

Table 2.14: ‘Students’ table with data of John deled

Student name

Age | Student number

Alex

21

3229

Mary

20 | 3230

A detailed examination of the SQL statements ared JBBC programming used in this

project is given in Section 3.3 (Software Section)
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PART 3

CHAPTER 3 RESEARCH STRUCTURE

This chapter describes the research methodologyhisf thesis. It aims to practically
implement all the topics discussed in Chapter Xtép-by-step approach is used to bring
together all the components discussed in the puevigections to automate the student

attendance register using RFID technology.

This chapter is divided into three sections: thedivare section, the wireless section and the

software section.

The hardware section examines the tags used irpthjsct, the programming of an RFID

module which can read the tags and the design ahgnna which will act as the interface

between the reader and the tag.

The wireless section examines how ZigBee wireleshrtology is used to connect a reader

and remotely located RFID middleware.

The software section examines how the data fronRfRk reader are manipulated so that it

can be used to automate student attendance register
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3.1 Hardware Section

This section examines three important aspectsi®ptioject:

> RFID tags
> RFID reader

> Antenna.

3.1.1RFID Tags

RFID tags contain some data, and when they com@nmMhbe read range of a reader, they
transfer the data. In doing so they can identify plerson or object that carries the tag. As
mentioned in Section 2.5.1, there are differentesypf tags (active, passive and semi-

passive).

This project was undertaken to automate the studéiehdance register at the Central
University of Technology, Free State, South Afrithhon enrolling at the institution, each

student is given a student card. The student cantims a picture of the student, his/her
name, the course for which s/he has enrolled, astddent number. The student number is a

unique ID which is used to distinguish each student

In one of the experiments done very early on th@gegt, it was noted that the student card
was indeed an RFID tag constructed in identificat@ard format (Section 2.5.1.1). The
student cards have the same dimensions as a ceedi{(85.72 mm x 54.03 mm x 0.76mm)

and have a coil antenna with a microchip. The sagslesigned to work at 13.56 MHz.
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These student cards were tested with various RE#ders, and it was ultimately found that
these cards fall under the ISO 14443 type B stahdértags (Section 2.5.8.2). There are
different types of ISO 14443 cards. The studentisarsed in this project have the same
memory organisations as SR176 cards. The SR176 ¢altdunder the ISO 14443 type B

standard.

SR176 type RFID tags contain 30 bytes of data asgdnin two bytes per page. This is

illustrated in the memory organisation diagramhef 8R176 given in Figure3.1.

ag::g';s Byte 1 Byte 0

OFh Lock byte RFU Chip ID
OEh User data

04h User data

03h Serial number

02h Serial number

01h Serial number

00h Serial number

Figure 3.1: Memory organisation of the SR176 RFID4ag

The conclusion that the student card used in thogept was in fact the SR176 type was
reached by testing the card with a smart-log reaflee student card, when in range of the
reader, transmitted an 8-bit unique identificatfthiD) serial number. The SR176 is the only

tag that falls under the ISO 14443 type B card Wwihias an 8-bit UID serial number.

The UID is stored in the first four pages of thenmoey with Page 00h containing the LSB of

the UID. The organisation of the serial number WOlustrated in Figure 3.2.
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Page 03h Page 02h | Page 01h Page 00h
Byte1 | ByteO | Byte1 | Byte0 | Byte1 | ByteO | Byte 1 | Byte D

Figure 3.2: Serial number of the SR176 tag

This is an important point. The data transmittezhfrthe student card is NOT the student
number but a UID serial number. As far as this gobjis concerned, it is the UID that

distinguishes each student and not the student etsmb

These types of tags are implemented as One-Timgrdronable tags. The write access
conditions of the tags are defined in the lock byiee lock byte of the SR176 type tags is

given in Figure 3.3. Each bit in the lock byte camly be set once. The procedure is

irreversible.
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Figure 3.3: Lock byte of the SR176 tag

3.1.2RFID Reader

Since the RFID tag used in this project is of t8©114443 type B, the RFID reader should

be capable of reading these tags. This section ieesnmow such an RFID reader can be

constructed.
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The RFID reader used in this project is the ACG Mt ISO reader module. The reader
module works in the high frequency range at 13.96zMt was chosen for the project as it

supports a broad range of tags including the 1S@34ype B tags used in this project.

The reader module contains a reader IC, CL RC63@rfated with an Atmel
microcontroller. The Atmel microcontroller enabkde reader module to be programmed to

the specifications required by the end user usipgraonal computer.

The ACG HF Multi ISO reader module has 20 pins (Fég3.4). The hardware specifications
of the reader are given in Appendix A. The desmiptof the pin numbers is given in

Appendix B. The external connections to the readdule are shown in Appendix C.

Figure 3.4: The ACG HF Multi ISO reader module

(Picture taken from ACG HF Multi ISO reader module datasheet)
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3.1.2.1 Programming the reader module
The reader module is programmed by using the higyerinal program in the personal
computer, the register set of the reader moduletlaadnstruction set of the reader module.
The EEPROM memory organisation of the reader modiilgiven in Appendix D. It is
essential for the reader of this thesis to haveefydpx D handy in order to understand the
programming of the reader module.
In order to write to the internal EEPROM of thedeamodule, the ‘wp’ command is used.

An example of how the write command is executedthadesult are given in Table 3.1.

Table 3.1: Write command in an ACG reader module

Command | Data
‘wp’ Address (1byte),valid range OAh-ERh

The response to the command can be fail errorpbrange error (if the address exceeds the

address range) or a write success. The resporesgs/an in Table 3.2.

Table 3.2: Responses to a write command

Answer | Description

Data EEPROM data (1 byte)

‘F Error: Read after write failur
‘R’ Error: Out of range failure

14

A write example is given in Table 3.3.
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Table 3.3: Write command example

Command Description
WpODO06 | Set EEPROM address 0Dh (Command Guard Tior@g§h

It should be noted that the ‘h’ after the addressoties that the address is given in the
hexadecimal number system. The hexadecimal nunyiségra is used throughout this thesis

for programming the reader module.

Now that an example has been given of how to proghe reader module, the actual steps to
program the reader for this project can be detailés programming is described in a step-

by-step manner.

Step T Connecting the reader module to Max 232
Connect PIN 12 (Transmit) of the reader moduleltd P1 (T2 IN) of a MAX 232 IC and
PIN 11 (Receive) to PIN 12 (T1 IN) of the MAX 23Phe MAX 232 IC interfaces the reader

module with the computer via the serial port of tbenputer.

Step 2—Connecting MAX 232 to DB 9 (female)
Connect PIN 13 (R1 IN) of MAX 232 to PIN 3 (Trangpof a DB 9 female connector and
connect PIN 14 (T1 OUT) of the MAX 232 to PIN 2 (@®eve) of the DB 9 female connector.

The circuit diagram for this set-up is given in tig 3.5.

Step 3 Connecting DB 9 to serial port of personal corgput
Connect the male part of the DB 9 connector tosteal port of the computer. Open the

hyper-terminal program on the desktop computer @livs XP OS).
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Step 4 Setting up the hyper-terminal
The hyper-terminal of the computer must be setht fbllowing settings to enable it to

program the reader module:

Connect using COML port (serial port of the compute

Baud rate = 9 600

Data bits = 8
Parity = None
Stop bits =1

Flow control = NONE

L ~ 20°
® -
L L
» L
L] -
L J L
. . To serial port of
: [ <P ReADER MODULE | * computer/wireless
e 10 11 device
3w 1 uF
| A
_| | Y. 5
101+ Yool |
2+ GND 15
|—301- RS1lout 14 s & | F<Dpin2
T licz+  RS1in13 4+ | T<Dpinz
|:||—5C2— R1out 12 —® | GNDpin g
e T1in 11
7 RS20ut  T2in 10
BRS2in  RZout9 DES female
ST2320r _1=

1T WF 10 uF

T mMAX232 T

Figure 3.5: Circuit diagram for connecting the reacer module to the computer
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Step 5-Programming the reader module: Setting baudtoa®600
The default settings of the registry of the readedule have to be altered for it to function
according to the needs of this project. The bate cantrol registry of the reader module

(registry address 0Ch) has to be changed firsurEig.6 illustrates the baud rate registry

Baud rate register
Bit 7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
RFU RFU RFU RFU RFU BS2 BS1 BSO

Figure 3.6: Baud rate control registry

Bit O, Bit 1 and Bit 2 define the baud rate of RREID reader. The correct baud rate for the
functioning of this reader is 9 600. The differ&aiud rates that the reader module supports

and their registry values are given in Figure 3.7.

BS2 BS1 BSO0 |Baud rate

0 0 0 9600 baud (default)

0 0 1 19200 baud

0 1 0 38400 baud

0 1 1 57600 baud

1 0 0 115200 baud

1 0 1 230400 baud (depends on the used interface
chip)

1 1 0 460800 baud (depends on the used interface
chip)

Figure 3.7: Baud rate settings

In order to set the Baud rate to 9 600, the bits & d 2 must be equal to zero. Therefore, the
OCh registry will have the value 00h. To write theta into the EEPROM of the registry, the
following command is typed into the hyper-termisateen:

wpOChOOh
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This results in the baud rate of the reader mobtelag set to 9600. The communication
settings are the same as those given to the hgpairal (8 data bits, No parity, 1 stop bit

and No flow control).

Step 6- Programming the reader module: configuring théViODE registry
The operation mode register (OPMODE) defines whigbes of tags the reader module
supports. The registry address of the OPMODE regist OEh. Figure 3.8 illustrates the

OPMODE registry.

Operation mode register

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

(MSB) (LSB)

> @ <

- % 0 % O 3 E 2 o o

e 05 | o4 - Q > oy | o3

- o ou Q 8] 7 -3 | -3
[0)]

Figure 3.8: OPMODE register

From Figure 3.8, the reader module supports vartags, but for this project only the ISO
14443B tags need to be read. Therefore, Bit 1 ®QRPMODE registry needs to be set to 1

and the rest to zero. This is done to preventeader module from picking up other tags.

In order to program the registry to read only IS@43B tags, the following command is

give to the reader module through the hyper-terhsoeeen:

WpOEh02h

126



This results in all the bits except Bit 1 being ®ekzero, thereby enabling the reader module

to read only 1ISO 14443B tags.

Step 7- Programming the reader module: configuring theg&i Shot Time-out

The Single Shot Time-out occupies the OFh addresisel reader module registry. The time-
out value defines the delay time between two resp®to the reader module, i.e. the interval
between reading two tags. The time-out value showlidbe too small or too big in the
context of this project. There are 8 bits in thegister. The Least Significant bit denotes a
time-out of 100 ms (refer to register set informatin Appendix D). A delay of 1 second is
suitable for the functioning of this device. Thdayetherefore has to be set to 1 000 ms.

Table 3.4 shows how the time delay is set to 1rs&co

In order to obtain a delay of 1 second (1 000 seltonds), the Single-Shot Time-out register
has to be set to 0Ah. The following command istemitto the hyper-terminal to do this:

wpOFhOAh

Delay in milliseconds] Hexadecimal value of registed

0 milliseconds 00h This sets the time-out delay
100 milliseconds 01h
1 000 milliseconds 0Ah to 1 second.

Table 3.4: Delay and corresponding hexadecimal vadu
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Step 8- Programming the reader module: Configuring th®©R register
The Protocol Configuration 2 registry has the regisddress 13h. This is one of the most
important registries as it enables/disables thecatiision algorithm for the tags used by the

reader module. Figure 3.9 shows the PCON 2 registry

Protocol configuration 2 register
Bit7 Bit 6 Bit5 | Bit4 Bit 3 Bit 2 Bit 1 Bit 0

Disable | Enable

IS0 | 180 Reset Noisy | NP | pisaple | Disable
14443 -4 | 14443B | Recovery Time | Environ- fr amrg start-up ta
Error Anti- Multiplier ment V2 message res%t

Handling | collision

Figure 3.9: PCON 2 registry

In the PCON 2 registry, bit 6 is the most relevaititIt enables or disables the anti-collision
algorithm for the reader module. The rest of thts blio not influence the outcome of the

reader module. Therefore bit 6 is set to HIGH dr&rest to LOW.

This will result in the hexadecimal value of theyistry being 40h. This value has to be
written into the PCON 2 registry. The following corand is used to do that:

wp13h40h
This will result in enabling the anti-collision algthm for ISO 14443B tags, thereby

avoiding any collision when student cards are sedras they pass the reader module.

The reader module has now been programmed to 1®@d14443B type tags. Now an
interface between the reader module and the tagsohide created. This is accomplished by

designing an antenna.
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3.1.3 Anti-collision in RFID reader

Collision is defined in section 2.5.6. The readgenf the antenna used in this project is 3-4
cm (refer to Results Chapter 4 for experiment tesdbne to arrive at this conclusion.),

therefore collision does not pose a major problerthis chapter. If the read range were to
exceed 15 cm then appropriate remedial solutiong @ be used. Techniques used in the
Multi ISO reader module to overcome collision irader modules with greater than 15 cm

range is given in Section 2.5.6.1 and 2.5.6.2

3.1.4 Antennna

Since the reader module and the tags operate &6 MHz, the antenna should also be
designed to operate at this frequency. The antehaald be connected to pins 1, 2, 5 and 6
of the reader module (refer to Appendix C). Theeanat must have the correct combination
of inductance, resistance and capacitance for ggghfrequency and antenna matching. The

inductance is achieved by using a coil antenna avitkmber of turns.
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3.1.4.1 Circuit diagram for the antenna
A circuit diagram for the antenna was obtained fritve manufacture of the reader module

which is given in Figure 3.10.

— 7S —
Reader module 6 . Cq = T s
4 _ré’ 2] Ce C 7 Antenna
C

5 | |C

e ]

| S | -

Figure 3.10: Equivalent circuit diagram for the reader antenna

Figure 3.11 shows a common circuit diagram for atemna that uses the ACG reader
module. As only ISO 14443B tags are read in thisluf® some of the components shown in
Figure 3.10 are not necessary. The equivalent itifou an antenna that reads only 1ISO

14443B tags is given in Figure 3.11.
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Figure 3.11:  Equivalent circuit for an antenna thatonly reads ISO 14443B tags

3.1.4.2 Design of antenna components
Some design factors had to be considered befoeerdigiing the values of the components of

the antenna. The quality factor of the antennhaditst of these considerations.

The quality factor, OQ factor, as it is also called, is a dimensionlesgdr that compares

the frequency at which a system oscillates withrdte at which it dissipates energy. In a

parallel RLC circuit, such as the one shown in FegB.11, th@ factor [36] is given in 3-1

Q=R\IE

The design specifications suggest that @efactor should not be greater than 40 as this

(3-1)

limits data transfer, and it should not be less1tB@ as this will limit power transmission.

Therefore, for design purpos@ is assumed to be 22, theref@z 22.
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The inductance of the circuit is generated fromribeber of turns in the antenna coil. The

value ofL is assumed to be 2.7 mH for designing the circuit.

So if Q =22, = 2.7 mH and the coil resistance of the antelR@oIL is assumed to be

0.55Q, then using 3-2 [37] the resistarlc can be calculated.

Ri=w.L /2(Q —Rcon) (3-2)

Where;

® = angular frequency 2I1f

f = 13.56 MHz

Q = Quiality factor of antenna = 22
RcoiL=0.5m

L =2.7mH.

When the calculation is done, the valud=¢ is theoretically obtained as 5.28kHowever,

during the experimentation, it was noted that thvatebe variations in the inductance values,

and as a result a 1@kpotentiometer is used .
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The value of capacit0|€3 and C4 can be calculated similarly using Equation 3-3 [3id]

this instance input impedance is assumed to b&X).Tke rest of the terms are the same as in

Equation 3-2.
1
{ -
" Ri+oL
1./(1-R/Z + oL/(1-R/Z)
J[} RZ]- R

(3-3)

The value ofC3andCa is rounded off to the nearest value as 220 pF.

The value ofC1 andCz2 can be determined by using Equation 3-4. The valdes = Cais

used for this calculation.

]_:\. wlL — {1_.-"'(:)(33f[|:

”L [1 ‘0w C3 - c}q -E‘_}j

(3-4)

When the calculation is done, the value(of andC2= 13.4 pF, and this is rounded off to

18 pF.
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Csis used as a tuning capacitor for optimizing théeana frequency. It is a variable

capacitor with values ranging from 8.5 pF to 40 pF.
The values of the passive components used in thenm@a circuitry have now been

determined, and the equivalent circuit is givefigure 3.12.

E — R,

=2

Reader module - T C 3 T .
' — :4(_*:\ Antenna

4,
_.?)
[
-
P

Ri1= 10kS2 potentiometer
C1=Cz2=18pFi50V
C3=Ca=220pF50V

Cs = 3.5pF-40pF/50V variabhle capacitor

Figure 3.12:  Antenna circuit indicating the valuesof components

3.1.4.3 Antenna design
The antenna must now be designed. The read rangeypical ISO 14443 Readers is about
100 mm depending on the size of the antenna thased. A graph can be plotted for the
antenna read range and the diameter of the ant&@hisawas done during the test process of
the antenna design. Antennas with various diameterg constructed and the range was
tested using the ISO 14443 tags (the student cafte) results can be plotted as shown in

Figure 3.13.
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Figure 3.13:  Correlation between read range and aenna diameter

It was observed that the read range increasesamitincrease in antenna diameter until it
reaches a certain point (80 mm). After this pdia tead range continues to increase but only

marginally. This observation was taken into consitien when designing the actual antenna.

The inductance of the antenna circuit is obtaifgd constructing a coil antenna, as
mentioned in Section 3.1.3. The coil antenna desigior this project has 3 to 4 turns, a

diameter of 80 mm and a track width of about 2 mm.

3.1.4.4 Antenna construction
The antenna is constructed using a milling proeess Eagle software and a Roland Modela

milling machine.

The Roland Modela milling machine mills a printettcait board (PCB) to the exact
specifications provided to the machine. This repdaihe etching process previously used for
constructing a PCB. For this project a Modela MDX-®as used. A photograph of this

etching machine is shown in Figure 3.14.
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Figure 3.14: The Roland Modela MDX-20

The Modela milling machine mills a PCB accordingthe Gerber file it receives from the
computer. The Gerber file is generated by compaied-design (CAD) software. Eagle

CAD software was used for circuit design in thisjpct.

The steps used for generating the Gerber file eraldd below.

Step 1

The circuit for the antenna of this project is give Figure 3.12.

The first step is to draw a schematic of the ctraging Eagle CAD software. This is done by

opening a new schematic in Eagle software. A ssteans shown in Figure 3.15.
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Figure 3.15:  Screenshot of new schematic in Eaglefsvare

Step 2
The circuit diagram for the antenna is drawn ingbkeematic page. This is done by selecting
components from the Add components toolbar in tbigesiatic box on the left of the

schematic. This is shown in Figure 3.16.
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Figure 3.16: Adding components on the schematic pag

Step 3
All the components necessary for drawing the ciraté placed on the schematic sheet as it
is on the circuit diagram and the circuit is contgde A screenshot of the schematic for the

antenna is shown in Figure 3.17.
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Figure 3.17: Schematic of the antenna in Eagle sofare

Step 4
Once the circuit is completed, the schematic iedaas a *.sch file. This particular file is
saved as antenna.sch. The file has to be namedidee¢he next step is to convert the

antenna.sch file to an antenna.brd file.

Step 5

The antenna.brd file is used for designing the $o@d the antenna and placing the
components. This is done using a trial-and-errathoek until there are no collisions between
the two components. In keeping with the designsr@ethe antenna (Section 3.1.3.3), the

antenna has 3 loops. The antenna.brd screensstudws in Figure 3.18.
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Figure 3.18: Board schematic of the antenna

Step 6
After the antenna.brd file has been created iteist $0 the CAM processor. The CAM
processor converts the .brd file to a file whicleasnpatible with the Modela milling machine

under file.

Step 7
The PCB on which the circuit is to be milled isqad in the Modela milling machine, along
with the correct drill bit. The Modela machine $samn its own from one end of the PCB and

works its way through the entire circuit as proddeom the CAM processor.
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Depending on the complexity of the circuit, milliogn take between 30 minutes to 2 hours.
Once the milling has been completed, the comporaetplaced on the PCB and soldered. A

photograph of the soldered antenna is shown inr&iguL9.

Figure 3.19: Antenna constructed using the Roland dela MDX-20

3.2 Wireless Section

The wireless section connects the RFID readeradRID middleware. It was decided that
ZigBee technology would be used as the wirelegsdmdiscussed in section 2.7, and Section
2.8 gave the technical details of ZigBee technolddys section examines how the technical

details are put into practice in this project.

3.2.1Selecting ZigBee Modules

Although ZigBee is a relatively new technology, rthés a vast number of retail vendors
offering ZigBee products. Major electronics giamstsch as Atmel, Cirronet, Microchip,

Panasonic and Silicon Laboratories are all actigelypeting in the ZigBee market.

The major consideration in this project were costta transfer range, size, reliability and

availability. Due to time constraints not all theoge ZigBee products were tested. However,
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extensive research was done by consulting othearelers in various countries who had
used several of these and other ZigBee producssingethe considerations of this project in

mind.

ZigBee technology was used in this project to elate what would otherwise have been a
wired serial connection between the reader andriRE® middleware. The product which

best fits the description is the Maxstream X-Bealut®. The specifications of this product
are given in Appendix F. X-Bee modules can be @sedn RF interface between two devices

by setting one device as the data transmitter laaother as the receiver.

This fits very well into this project as communioat is always one way only (from the
reader to RFID middleware). The next section diseaow the X-Bee modules were set up

to operate as transmitter and receiver.

3.2.2The X-Bee ZigBee Module

The X-Bee transceiver module is a 20-pin chip wathon-chip antenna for data transmission.
The main advantage of the X-Bee module is that& & Universal Asynchronous Receiver
Transmitter (UART) interface which allows data s#ar from the transmitter to the receiver

using the ZigBee protocols.

The ZigBee hardware has to be designed such taatettal port logic levels are compatible
with the X-Bee’s 2.8-3.4 V logic levels. This ishéeved by using a MAX 232 chip, the same
technique used to connect the reader module tadhguter. For this project, two X-Bee

modules are needed. One module is connected tedder and the other to the computer to
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which the tag data must be transmitted. The X-Bmamunications link for this project is

shown in Figure 3.20.

CMOS Logic (2.8 - 34V} CMOS Logic (2.8 - 1.4V)
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Figure 3.20: X-Bee communication link between readeand computer

The X-Bee module can work in the transparent modehis project. In the transparent mode
the X-Bee module acts as a serial line replacemiérg. incoming data are queued for RF
transmission and channelled out through the traitsmiThe operation of the transparent
mode can be best understood by studying the irtpnmaiagrams of the X-Bee module. The

pin diagram of the X-Bee module and the relevatarmation are given in Appendix G.

The internal configuration of the X-Bee module iigem in Figure 3.21

[a)] RETX
o : - | TFENEMITT"
Buffor Butar —| BF Suitch
s
/ ‘ AnCEnn S
x — # 3 a
VL FOGESS0T - = L
GND =
, it RERY |
o Buffer Buffer opcatacd
Figure 3.21: Internal configuration of X-Bee module
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In Figure 3.22 DI is the data input pin, and DQhe data output pin. CTS is the Clear To
Send flow control pin it is active LOW signal. Thata that need to be sent from the RFID
reader come to the DI pin and are sent to the DBfiebuwntil they can be transmitted. The

hardware flow control of the DI buffer is implemedtusing the CTS pin.

When the DI buffer is 17 bytes from being full, t&F'S pin goes logically HIGH. This
signals the reader to stop sending data. The dataining in the DI buffer are sent to the RF
Tx (RF transmitter) buffer and from there to thensmitter. The RF switch in the antenna
port of the X-Bee module transmits the data. Th&@in returns to logic LOW after the DI
buffer has been cleared.

The same process is repeated but in reverse otdbe aX-Bee module connected to the
computer. Here the data are collected by the receawd passed on to the RF Rx (RF
Receiver) input. In the receiver section the RT8qirest To Send Flow) pin checks whether
the RF Rx buffer is full. If yes, it transfers tdata in the RF Rx buffer to the DO buffer. The

data are then transferred from the X-Bee modutbéaomputer through the DI pin.

3.2.3The X-Bee RF Interface Module

Section 3.2.2 explains the basic functioning of XaBee module. This section examines the
RF interface module used for connecting the X-Beelute to external devices. Figure 3.22

shows the RF interface board.
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Figure 3.22: The RF interface module and its parts

Shown in Figure 3.23 is the X-Bee module goes ditand J2. J5 determines whether the X-
Bee module works as Data Communication Equipme@EDor Data Terminal Equipment
(DTE). J6 is a 10-pin header used for connectiegRF interface board to the RS232 port of

the external device.
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The RF interface module can function either as @atmmmunication Equipment (DCE) or as
Data Terminal Equipment (DTE). If the X-Bee modtuactions as DCE, it communicates
with an external device and transfers data fronff iit functions as DTE, it transfers data

from the X-Bee module to the terminal equipmenguiré 3.23 shows pin J5 in detail.

DCE DTE

A4

s 2RRCRRRRE

Figure 3.23:  Pin J5 of the RF interface board

RS232

3.2.4 Setting up the X-Bee Module with the RFID reader

For the X-Bee module to transfer data from the RFe&der, jumpers have to be connected in
the DCE pins and the RS232 enable pins of pin G8s& jumper settings are shown in Figure

3.24.

Do |

| OTE
e

Figure 3.24: The jumper settings for X-Bee as DCE

Once the jumper settings are as shown in Figu, 32 RFID reader is connected to pin J6

using the RS232 interface that was used for progriaig the reader module. A 10-pin to DB
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9 male connector is used for this purpose. Figuedshows the actual set-up used in this

project to connect the RFID reader module to thBe¢-module.

10-pin to DB 9 male
connector

RFID Reader

X-Bee module

Figure 3.25: Experimental set-up of the RFID readewith X-Bee module

3.2.5Setting up the X-Bee Module and RFID middleware

An X-Bee module must also be connected to the RRifldleware so that the data from the

X-Bee module connected to the reader can be raeteaed transferred to the computer.
The X-Bee module is connected to the serial pothefcomputer (RFID middleware) using a
10-pin to DB 9 female connector. The X-Bee modulestralso be set up to function as Data

Terminal Equipment (DTE) so that it can receiveittming data.

For an X-Bee module to function as DTE, jumpers tmhes connected to DTE pins and

RS232 enabled as shown in Figure3.26.
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DTE 5

Figure 3.26: The jumper settings for X-Bee as DTE

Once the jumper settings are as shown in Figur@, 312 X-Bee module is connected to the
RFID middleware using pin J6 and a 10-pin to DB &erconnector. The actual set-up used

in this project is shown in Figure 3.27.

> X-Bee module

Serial port of
computer

Figure 3.27: Experimental set-up of X-Bee module toomputer
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3.3 Software Section

In the software section of the project, data afkected from the serial port of the computer
and entered into a database table. As indicatedaciAg Derby Database and Java
programming are used to manipulate data. The geideis that a database table is initially

created which contains all the details of a studeatclass from his/her student card.

Once the student enters a classroom, s/he scaherhisird with the RFID reader. The reader
picks up the unique card number from the studertt aad sends the data to the serial port of
the RFID middleware (computer). Using the Java mog a comparison is made between
the incoming data and the data contained in thgirdatabase table. If there is a match
between the two, the received data are enteredairgecond database table along with the

date.

The second database table serves as the attenagnmster. It contains the attendance details

of all the students who have been enrolled in tassc A flow chart showing detailing the

complete process is shown in figure 3.28.
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Figure 3.28: Flow chart explaining the software sdmn.
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The sections below explain how the two databadeddaiave been set up and how the Java

program is written to access the serial port ofcthvputer.

3.3.1Creating Database Tables using Apache Derby Databas

Section 3.3 explains that this project needs twalsise tables. The first table contains four
columns: the card number of the student (as mesdiogarlier), student name, student
surname and student number (distinguished frommanaber). This table is called ‘Admin’.

Figure 3.29 shows the database table ‘admin’ beiegted.
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Figure 3.29: The ‘admin’ database table

The second database table is automatically updated the student card is scanned by the
reader. It is called ‘attendance’. It contains twadumns: one for date and time of entry and
one for the student number. Figure 3.30 showsdtieridance’ database table. The database

in which the ‘admin’ and ‘attendee’ tables are stbis called ‘StudentAtt’.
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Figure 3.30: The ‘attendee’ database table

3.3.2Java Programming

This section examines the Java coding. The actiegram is given in Appendix H. The

programming is explained step by step.

Step 1- Importing java.sql packages
The first step is to import all the packages nemgstor transferring data from the serial port

of the computer to the Java IDE

Step 2- Setting up connection with serial port

The second step is to set up a connection withséhnial port (COM port) of the computer.
This is done using the connection class. This ddass defines the serial port parameters
such as baud rate, data bit, parity and stop Dite. parameters are similar to those used by

the RFID reader.

Step 3- Setting up a serial port event buffer
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The third step is to set up a serial port evererier method. This method checks for
incoming data from the reader to the serial pdrthére are any data at the serial port, it is

transferred to an output buffer.

Step 4 Setting up connection with database

This step of the Java coding uses JDBC to connettt the Apache database. The

DriverManager.getConnection statement is usedtabish a connection with the StudentAtt

database.

Step 5- Comparison of received data with database tables

The fifth step is to make a comparison betweenréoeived data from the reader and the
‘students’ database table. If there is a match thendata are entered into the ‘attendance’

database table along with date and time.
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PART 4

CAHPTER 4 RESULTS

Tests were conducted at various stages of the girajerk. The results of these tests are
detailed in this section. At the beginning of P&rthe project was split into three sections:
the hardware, the wireless and the software sextibasting was done at the end of each

section before proceeding to the next stage.

4.1 Hardware Setup

The RFID reader is placed by the entrance of taescbom where the attendance needs to be
registered. The students walk into the classroodhsaan their student cards as they enter the
classroom. Therefore, the scanning of studentscerén instantaneous process. A laptop
computer with a ZigBee end device is placed autects table. A schematic of the set-up is
shown in Figure 4.1. The range between the RFIdeeand the student card (indicated as a

tag in Figure 4.1) is about 3-4 cm.
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Figure 4.1: Schematic showing Hardware setup of thRFID reader and Host

4.2Hardware Testing

The hardware part of the project consists of thedee module and the antenna. The
programmed reader module could only be tested #fierantenna was constructed. The

hardware testing of both the antenna and the readdule was, therefore, done together.

4.2.1 Testing of the antenna
The antenna was connected to the programmed reamtkile as previously shown in Figure
3.12. In order to read the student cards (tag®), ahtenna had to be optimised to the

frequency of the RFID reader module (13.56 MHz).

This testing was done by connecting the antenrantoscilloscope and powering the reader

module. The frequency of operation was monitoredhenoscilloscope at the same time, and
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was varied by changing the values of the variabfgcitor and potentiometer on the antenna
module. The process was continued until the frequer operation was 13.56 MHz. Figure

4.2 shows a photograph of the testing equipment.

Figure 4.2: Fine tuning antenna operating frequencyvith an oscilloscope

4.2.2 RFID reader testing
Once the antenna was operating at 13.56 MHz, itcsasected to the reader module. Now
the reader module was tested to see whether itlgeald ISO 14443B tags (student cards in
this case). In order to carry out this test, thadez (reader module and antenna) was

connected to the serial port of the computer.

The hyper-terminal program in Windows XP was usedhteck whether there was an output

when the student card was scanned by the anteheahyper-terminal settings, which are in

accordance with the reader module, are shown iar€ig.3.
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Figure 4.3: Hyper-terminal settings

The reader was programmed such that when poweoedptit the name of the reader module
and the version it uses. After a student card @sed the reader outputs the 8-character

serial number as well. Figure 4.4 shows a screermslibe hyper-terminal output.

Multil3O v1.0
22564589

Cormected 0:00:72 Auto dstect  Auto detect

Figure 4.4: Hyper-terminal output after scanning astudent card
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4.2.3 Reader range testing
The third test done on the hardware was the ragjeTheoretically the read range of an ISO
14443B tag is about 100 mm. However, in practiceangwo various factors such as
attenuation and antenna dimensions, the rangech eas than the theoretical value. Twenty
sample range tests were done to determine the rfmgenis specific RFID reader. The

results were mostly between 30 and 40 mm. Figuseshows a photograph of the range

testing.

Figure 4.5: Reader range testing (note the range &bout 35 mm in this test)

A graphical representation of the read strengtih@fRFID reader with respect to the distance

between the reader and the tag has been plotfeyline 4.6
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Figure 4.6: Graphical representation of read strenth of the RFID reader with respect

to the distance between the Reader and the tag

4.3 Wireless Testing

The X-Bee module was tested for its range. This deaee using software from Rabbit semi-
conductors called X-CTU. The theoretical interreadige of the X-Bee module is 30 m. The

procedures for the range test are detailed in@ecti.3.1.

4.3.1 X-Bee module range testing
The range testing was done using two X-Bee moduwlegh were mounted on the RF
interface module. One X-Bee module was connectdédega@omputer (Base module) and the
other (remote module) was used for testing the eafifpe hardware set-up for the range

testing is shown in Figure 4.7.
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Figure 4.7: Hardware set-up for X-Bee module rangéesting

Once the hardware set-up was completed, the fallgwieps were carried out to determine

the range of the module.

Step 1

Launch X-CTU software (Desktop  Start memPrograms» Maxtream—»  X-CTU).

Figure 4.8 shows a screen shot of the X-CTU window.
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Figure 4.8: X-CTU window screen shot

Step 2
Click on PC settings, select serial port com pod set baud and data settings as follows:
Baud rate = 9 600
Flow control = NONE
Data bits = 8
Parity = NONE

Stop bits = 8.
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Step 3
Click on range test, check the Received Signaingttelndicator button (RSSI), and click on

the start button to start the range test. Fig@eshows a screen shot of this tab.

P Semrgs Fuange Teal | T | Modem Corfgasson |

e Poscark

&0
! e {1T1] R-
Ol Sats 4
—_t §
dvarced 230 i
Tant oo
= e
Lot Flmch T ¥
[ ¥
|

QLZTAEETERL +we | BABCDEIGHIIELIND
S TAEETRS: 2 dw e GARCHEFSIT I CLIS0
0L I4EETR 5 o HEABCO AP CHI I ELIND (55 Check bos
DLZIAEETES; ;ans} BABCHEICHT IELIRD
BIENARETER | jves HRARCHEFENTIFLIND
DLTTARETES ) j45e T RARCD NPT JICLIND
L TARETES ] o wo T RABCDEFSHT L0
1 ITAEETER j=ne 1 BABCOEIGHIIFLIRD
GLSIAEETED | oo no I RABCEENNT otart button
S1TIALETES: ;4ns] QABCDEICHIIELERD

_e-w - aG=2sD

DLIISERTES; jeer | GADCD EPCHI JICLIMND
OLIIMEETHS: oo} QABCD APCTHIIICLIIN0
OLIIAEATER | o= ) RARCD KPCHT ICLIRD

iiraremss e (Packet Information)

Tisrvna || Fincoren

COM1 W00 BN1 FLOW NONE

Figure 4.9: The range test window of X-CTU software

Step 4

The remote module is moved away from the base modiie RSSI display indicates the

signal strength. Green indicates a high signahgtteand read indicates a weak signal.
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4.4 Software Testing

After all the testing was done, as explained irtisas 4.1,4.2 and 4.3, the RFID reader was
setup in a classroom for automating attendancetragion. The testing was done on a group
of students belonging to a specific class for ommamtm (28-01-2008 to 11-02-2008). In this
one month there were four classes for this grougtoflents. (This group of students is
referred as the test group as attendance regustrasing RFID reader was first done on

them)

Initially the details of each student were enterdgd a computer using the RFID reader and
their respective student cards. Each student wa@sresl to pass by the RFID reader with
his/her student card. The student cards have aienipntification number referred to as the
card number. As a student scans his/her studed tter card number appears on a database

table named ‘admin’.

The name of the student and the student numbeesmonding to a card number has to be

manually entered into the database. Figure 4.1Wstibe ‘admin’ database table that was

created for this specific class.
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Commands end with ; or “g.
[Berver version: 5.8.51a-—community-nt MySQL Community Edition ¢GPL>
ype ‘help;’ or *~h' for help. Type ’'“c’ to clear the buffer.

ysgl> use attendance;

[Database changed

ysgl> select * from admo;

[ERROR 1146 (42882>: Tahle ’attendance.admo’ doesn’t exist

yegl> select * from admin;

_______________ +

STUDENTNUMBER |

_______________ +
286839883
298804538
287858385
2A8AA8543
288848269
288854281
288855517
288855797
288888831
208888874
288888538
288888578
208888678
2A8ARAR72
2A8A82476
288881623
289818784
209822043
209822345
289824922
289827347
209834122
289837369
289847925
289847925
209858292
209854225
2809854743
209856339
209862851
209862878
209878879
289875376
289875813
289898197
289898316

_______________ +

224588081

22458883

22458802

224588084 0SITO
224588085 0 MOKCHACHANE
22458885 MORUBANE
22458806 P MPELO
22458887 C MOKHELE
224528088 M MAKHETHA
22458809 NTHSHIDI
22458818

22458811

22458812

22458813

22458814 MOTSOANE
22458815 PRINCE
22458816 G MODUPI
22458817 F MALAN
22458818 ASSEGAI
224588192 E SAMBO
22458819 NDABA
2245882R SESELE
22458821 UAN RENSBURG
22458822 MPHRIME
22458822 MPHRIME
22458823 MARTHINUS
22458824 NTAKATSANE
22458825 GUMBI
22458826 MOTAHANE
22458827 PULENYANE
22458828 NTLHOKOE
22458829 MOKALANY ANE
22458830 L MDHULI
22458831 P SEHULARO
22458832 A BOTSHELO
22458833 MUKANI

o e N = R R SR =N =R == AR EE = mm = ==

[36 rows in <B.82 sec

ysgl> m

Figure 4.10: ‘admin’ database table created for theest group.

It is seen in Figure 4.10 that the card numbeesesented in the first column, the student
name in the second column and the student numlgeithird column. Each row designates
the card number along with the student name arakstinumber corresponding to that card

number.

The first class for the test group was ofi' danuary 2008. The students were asked to scan
their student cards on their way into the classrodnte a student card was scanned and data
was read from the card, a green LED would flasthernRFID reader. This indicates that data

has been successfully read from the student card.
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If the card number of the scanned student carddasemt in the ‘admin’ database then the
student number and student name correspondingetoattd number are entered into a second
database table with the date of entry. This databsde is referred to ‘attendee’. Figure 4.11

shows the ‘attendee’ database table.

A
2080854201
2A8@855517
208888031
20 5797
283888074
208088538
2A388A570
BE@

208088678
2A3A8AB72
208881623
2080882476
209818704
209022043
289822345
209824992
2096827347
209834122
209037369
2A9854743
2089856339
209878097
289878513

P MPELO

M MAKHETHA

C MOKHELE

I NTHSHIDI

2888-81-21
2AA8-A1-21
2@ —21

ASSEGAAT
E SAMBO

M HDABA
E SESELE
K UAN RENSBURG
GUMBI
MOTAHANE
M MOKALANYAME
P SEHULARO
207890197 A BOTSHELO
2@9828316
20908
a316
a19?
209878513
20 ane?
3392
209054743
289837369
209834122
2090824992
209822345
2090822043
288882476

M MOKALANYAME
MOTAHANE
@1-28

GUMBI 28
K UAN_RENSBURG 2AA8-A1-28
E SESELE 28608-01-28
E SAMBO
ASSEGART
F MALAN
MOTSOANE
SENEKAL
MUJOUQ
PRINCE
C THAELE
I NTHSHIDI
C MOKHELE
M MAKHETHA
KC MOKHELE

209862851 N_PULENYANE 2888-81-28
2A888A538 D H LEMPE 2AA8-A1-28
206837883 LOXTON

788 LOXTON

RAMAFOLE

MOKHELE
MAKHETHA

IR IOZCNCXNHIIICIPEEEDPICFIIZIVENX=NOCZIISERIY
= 4 ] =4

2A8AA45308
208855517
208855797

831
208080570
2A8A81623
209822043
2090822345
209827347
2096834122
2A9858292
209854743
209062878
2898780899

(3= dol-F-]
=1

2888-82
R MARTHINUS 2AA8-A2
2@ 82-84

NILHOKOE
M MOKALANYANE
i

CPeEIIEREXGOIIRYITET
[}

Figure 4.11: The ‘attendee’ database table.

The attendee database table is the attendancéereiat is generated using the RFID reader

and the software manipulations. It contains theesmand student number along with the date

of entry into a classroom for each student.
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Once all the students have scanned their studet$ tae RFID reader was switched off and
put aside for the lecture to continue. This proogas repeated on three occasions for the
remainder of the month. The attendance list foryewther day that class was conducted is

shown in figure 4.12, 4.13, 4.14 and 4.15.

+- MySQL Command Line Client

0 0 8 —H
D ) : DATEQ
20663988 OXTO ARG —0
207054 : AAE 0
268 BAY 0 0 ARE —0
G420 ORUER AAE 0
> P P MPELOD AAE 0
80800 AAS —0
B 0 AAS —0
8 AR OB : H ) AAS —0
A5 38 D \ AAS —0
A5 70 HA ARE —0
A6 78 0 ARE —0
2A8ARAG6 78 OU 0 ARE —0
> A8 : AAE 0
3 PR AAE 0
4 0TS0 AAE 0
870 0D AAE —0
282204 LA AAS —0
190122 3 f A Q08—
a9@ AMBO AAS —0
a7e 7 DABA AR ¢
a8 £ 200
a‘. ¥ D LL ) 41t ¥
209 A5 AAE 0
6339 OTH AA8 O
AA99 ANYA AAE 0
B p RO AAE 0
19098 i BOTSHELO AAS —0
90 ¥ AAS —0
0 A.00

Figure 4.12: Attendee database table for 2D1-2008
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Figure 4.14: Attendee database table for 092-2008



n-. MySOL Command Line Client

A7A5 8 f G0 [
HE A4 [ [ i 10 [
HEHE [ f Gl [
A8 418269 0 10 [
AEHL 428 ORUE 10 [
HEHE OUQ Gl [
A8 A8 H 10 [
A8 W8 610 [
8 W8 i i Gl [
A7 H [ A LA b0 [
A7 H [ ODUP 10 [
A7 H i : 10 [
A7 W6 Gl [
A7 H Hi 10 [
A7A7 1 0TS i 610 [
A?H7H 1:1, Gl [
A7 H AMH b0 H
A7 AL H 10 [
A7HA54 Gl [

Figure 4.15: Attendee database table for 1-D2-2008

As explained at the beginning of this section, ¢hsere four classes for this specific subject
in a month. At the end of the four classes, thaukec in charge of the subject can specifically
check the how many classes each student has atteAdeexample is done using student

number 206039883. It is shown in Figure 4.16.

Figure 4.16 shows that student F W Loxton (studamnhber 206039883) attended three
classes, out of four, in a month. The dates thagpeared in class are also shown in Figure
4.16. It can be easily deduced that the studenth&s% attendance for the duration of the

month.
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MyS0L Command Line Client

Enter password: s

llelcome to the MuSQL monitor. Commands end with : or “Sg.o

Your MySQL connection id is 1

Server version: S5.8.51a—community-—nt MySQL Community Edition (GPL>

Tuype 'help:’ or *“~h' for help. Type *“c' to clear the buffer.

musgl> use attendance;

Datahase changed

muysgl* select * from attendee where studentnumbher =286839883;
- +

+

i DATEOFENTRY
+
206837883 W LOKTON E 2888-81-21
+

286A37883 W LOSTON 280A8-A2-84
286839883 W LOXTON 208868128

.
+
3

rows in set (A.86

musgl>

Figure 4.16: Shows the attendance of a student dug the test period

This was done for every other student in the cldsseby generating an attendance list for

the whole class.
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CHAPTER 5 CONCLUSION AND FUTURE WORK

The RFID system used for automating the attendeggister in this project can scan a single
student card at a time. The reason for this bdiag the read range of the RFID reader is
about 3-4 cm (Section 4.2.3). The range was fixethia level so as to avoid anti-collision

(Section 3.1.3). Once the student card is scanhéusaread range by the RFID reader, the
data from the student card (Section 4.4) gets fiearesl to the software section. The software
section is by design very flexible, thus allowirgasch function (Figure 4.6) and results in

percentile as well.

The design of the software section is such th#hef same student card is scanned by the
RFID reader twice within a very short space in tiiee student card will be read twice by
the RFID reader. But the software section is desigsuch that only a single entry will be

made into the database table for student card ewtzitly scanned twice.

This project was aimed at automating the studetgndénce register of the Central
University of Technology (CUT) using RFID technojodt was noted during the project that
the student cards issued to students at the timmegiétration were indeed RFID tags. This
considerably reduced the cost of the project asd alade the application of the project cost

effective.

After testing with various RFID readers in orderbietter understand the concepts of RFID,
the MIFARE MultilISO reader module was selectedtesliest for this project. The module
was consequently programmed and an interface betitheereader and the tag was created

using an antenna.
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The design of the antenna posed the first challersyslight variation in the value of the
antenna components resulted in the malfunctionihghe antenna. However, after many
trials the antenna parameters were finally corcketed the antenna was able to read data

from the RFID tags (student cards) and transfantteethe reader.

The software section of the project was then desigiProgramming was done using Java
and Apache Derby databases. A lot of thought wetd the most suitable programming

languages. In the end the versatility of Java @nogning, and the ease of use and user
flexibility of the Apache Derby database resultadtheir being selected over C-Sharp and

MySQL.

The programming offered the second set of challenfpe the project as it required
knowledge of some of the major components of a huggramming language. This was
achieved with the help of some of the classes fitmeninformation Technology staff of the
University. It is worth mentioning that only a part the Java programming language was

used and is discussed in this thesis.

The final and undoubtedly most challenging parthef project was to set up the wireless link
between the reader and the middleware. This waaulsecZigBee technology was a fairly
new technology in South Africa at the time of thieject (April 2007). There was very little
local support for ZigBee devices, but using theaawetworking site, ORKUT, many people
overseas (mainly in Finland, India and USA) who hatked with ZigBee technology were

contacted.
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After very detailed discussions with several peoplevarious countries, the idea of
Maxstream’s X-Bee modules came to the fore. Theespeople also provided much-needed

support with the installation.

Finally, after months of planning and detailed gtoélall the components used in the project,
they were put together and the project startedtiomiag exactly as planned. The project was
implemented on a test basis in the Digital Elect®faboratory of the Central University of
Technology. The laboratory was chosen as there am@getwo batches of students per week
and it provided the best opportunity to uncover ghyches in the project. The results

mentioned in Section 4 were taken from the usé®RFID reader in this lab.

5.1 Future Works

This Central University of Technology uses Oracte the software for maintaining its
database. A person doing further research in thld fmnay look at ways to integrate Java
program with Oracle instead of MySQL used in thisjgct. MySQL was used at the time

because it was a freeware and it considerably eztlitie cost of the system.

This specific project looks at automating atten@anegistration from a single class room
point of view. Research can be done to see if plaltRFID readers can be placed in
different classes at the same time and their ositjpat channelled into a single server
machine. A web interface for such an application eéso be a focus area for students

working in Information Technology department of th@versity.
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RFID is a technology which is still in its growimdpase in South Africa as well as the world.
This thesis dwells into one of the application®R&AD and how it can be set about to solve a
real environment problem. Research can be doneéuidgists on certain aspects mentioned in
this thesis like anti-collision, increasing the desmnge of the antenna or making RFID

systems with onboard memory.

The possibilities of research in this field arelesd and it | sincerely hope that readers of this

thesis will be able to think of ways to innovateitrsurroundings using RFID technology
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APPENDIX A: HARDWARE SPECIFICATION OF THE

READER MODULE

APPENDIX A

HACG id

11 Hardware

11.1 Dimensions

All dimensions listed in mm

r-=a— 30,48 mm
2921 mm —fmme
—— (et— | 27 mm
J1 (21 ~ 20°9| J2
o (=]
[+] [+]
=] o]
o] o]
2540 mm | o
1127 mm|© o i
o (s
Q (=}
L S6) e T
4 2,54 mm

Top View

ACG Identification Technologies GmbH
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APPENDIX B: PIN NUMBERS OF THE READER MODULE

APPENDIX B

HACG id

11.1.1 Pin out of J1

PIN PIN No. |Description
ARX 1 Antenna RX
ATX1 2 Antenna TX1
VDD 3 Supply Voltage
GND 4 Ground
ATX2 5 Antenna TX2
TGND 6 Antenna Ground

SAM CLK 7 SAM clock
SAM IO 8 SAM 10
SAM 9 SAM Reset
RESET
RTS 10 Request to Send

Figure 11-1: Pin out of jumper 1

ACG ldentification Technologies GmbH
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11.1.2 Electrical characteristics of J1 PINs

HCG id

PIN PIN No. | Min Typ. Max. Description
ARX 1 1.1V 4.4v Antenna RX
ATX1 2 13,56 MHz | 100 mApp |Antenna TX1
34 Vpp 50Vpp
VDD 3 +4 .5V +5.0V +5.5V Supply Voltage
32mA 150mA 250mA | Supply Current (without
SAM)
GND GND Ground
ATX2 13,56 MHz | 100 mApp |Antenna TX2
34 Vpp 50Vpp
TGND GND Antenna Ground
SAM CLK TTL SAM clock
25mA
3,39MHz
SAM 10 8 TTL 25mA |10 for SAM Input and
SAM Output
SAM RESET 9 TTL 25mA | SAM Reset
RTS 10 TTL 25mA |Request to Send

Figure 11-2: Electrical characteristics of pins

ACG ldentification Technologies GmbH
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ACG d

11.1.3 Pin out of J2

PIN PIN Nr | Deseription
WD 20 Supphy Voltage
GMD 14 Ground
LEDg 15 LED grean (reading LEDY
LEDwr 17 LED red
EN 16 Enable reader, cpan or logic hich
MOLK 15 fdaszher claar
USER 14 Usar Port
DIR 13 Direction of RS 435
TX 12 Ti ta PC
R 11 R o PC

Figura 11-3: Pin out of jumper 2

ACG |dentifization Technologios GmbH
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HCG id

11.1.4 Electrical characteristics of J2 PINs

PIN PIN No. | Min Typ. Max. |Description

RX 11 USART-TTL' | 25 mA |RXto PC
To RS232, RS485 or RS422
device driver

TX 12 USART-TTL' | 25 mA |TX to PC
To RS232, RS485 or RS422
device driver

DIR 13 TTL 25 mA |Direction of RS 485

Logic High = Reader to Host
Logic Low = Host to Reader
USER 14 TTL? 25 mA |User Port

MCLR 15 TTL® Master clear

Leave unconnected.

Low will reset the register
and the key management to
default values.

EN 16 ST 25 mA |Enable reader

logic low will disable the
reader
Open or logic high

LEDr 17 TTL 15 mA |LED red

LEDg 18 TTL 15 mA |LED green (reading LED)
With 330 Q (internal serial)
resistor

GND 19 GND Ground

VDD 20 +4.5V +5.0V +5.5V | Supply Voltage

32 mA 150 mA 250 mA | Supply Current (Without

SAM)

Figure 11-4: Electrical characteristics of pins

" Universal Synchronous Asynchronous Receiver Transmitter
2TTL buffer output / input

3 Voltage spikes below GND at the MCLR/Np pin, including currents greater than 80mA, may cause
latch-up. Thus, a series resistor of 50-10082 should be used when applying a "low" level to the
MCLR/MNpp, rather than pulling this pin directly to GND.

* schmitt trigger buffer input

ACG ldentification Technologies GmbH
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APPENDIX C: EXTERNAL CONNECTION TO THE READER

MODULE

APPENDIX C

ACG d

11.1.5 External Connections

11.1.5.1  Power Supply

If the supply voltage and any noise modulated on the supply voltage remains within
the specified limits, no further filtering is required. In some cases it is recommended
to use additional filtering for the power supply line. Insufficient power line filtering
could cause unexpected or irregular performance drops.

Option 1
+3V DC

OEM Board

Option 2

OEM Board

The board can be connected as shown above. Both alternatives are possible and can
be used as they fit best into the layout of the carrier board. The two VCC PINs and
the two GND PINs are connected internally.

ACG Identification Technologies GmbH
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HACG id

11.1.5.2 Antenna

The external antenna needs to have the right inductance and a certain resistor and
capacitor combination for optimized frequency tuning and antenna matching.

—¢ CEM Board

T 7T=

More Details about the antenna design are available in the antenna design guide
manual. This Document can be downloaded from www.acg.de

11.1.5.3 Serial Interface

The OEM Board can be connected directly with a micro controller. Alternatively the
OEM Board also can be connected to most serial interface types by using the right
interface converter circuit. In order to optimize the communication quality the specific
application note of the interface converter circuit needs to be taken into
consideration.

12 Interface L
OEM Board 11 Converter Host Interface
Circuit

ACG ldentification Technologies GmbH

182



HCG id

11.1.5.4 Function Control LEDs
Two external LEDs can be connected to the OEM Board. There are two alternatives
possible.

Option 1

OEM Board

P N

Option 2

CEM Board

330 Ohm

In both cases the LED supply voltage levels are TTL levels.

ACG ldentification Technologies GmbH
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APPENDIX D: EEPROM MEMORY ORGANISATION

APPENDIX D

HCG id

12.3.1 EEPROM memory organization

Register Description

00h ... O4h Unique device ID; read only

05h ... 09h Administrative data; read only
0Ah Station ID
0Bh Protocol configuration
0Ch Baud rate
0Dh Command Guard Time
OEh Operation Mode
OFh Single shot time-out value
10h Internal use / Do not change
11h Internal use / Do not change
12h Internal use / Do not change
13h Protocol configuration 2
14h Reset Off Time
15h Reset Recovery Time
16h Application Family Identifier
17h I1ISO 14443A Selection Time-out
18h ISO 14443B Selection Time-out
19h SR176 Selection Time-out
1Ah 180 15693 Selection Time-out
1Bh Protocol configuration 3
1Ch Page Start
1Dh Internal use / Do not change
1Eh Internal use / Do not change
1Fh Page number

20h - 7Fh RFU

80h ... EFh User data
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APPENDIX E: X-BEE MODULE SPECIFICATIONS

APPENDIX E

1.2. Specifications

Table 1«01, Specifications of the XBee/ XBee-PRO OEM RF Modules

Speciication Hem KBeePRO
Prrfarmance

Indbgilitan Fangs ko 100N (30 U ko 200 (100 m)

Ouidcr BF e chaight Rerge | 10 3001 {100 m) Upta T mie (1500m)

e oyt S [EVLE-S SN 18 B} concdiced 100 W (20 B} ERF*
FF Dl e 250,000 by 250 000 tes

Seriat| Inbedface Duts Rae 1200 - 115200 bps: 1200 115200 bges

{softwane sebeciabie) [nervstancardbaud ries alsa suppoded) ron-standied beud e sloo supporied)

Facuiver Sensifiiy B2 6 (1% macket e ) 100 i (1% pace strer rats)

Powst Requiremarts

Supgly Volage 28-34V 20-34V

f PL=0 {1 D] 1 TPmAfEE V), 130mA R 0V)
PL=1 [12Bm}. 15554 (B3 ), 153mAYSA0N]
Trasnil Cutren fiypical) EmA @33 PL=2 [{4cBim}. 1A (B3 W), T1mAJSACH)

PL=3 [15Eim}. 1684 (B3], 185mAISACN]
PL=4 [15cEm}. 2154 (B3 ), 227mAGE AN

I6le Recowe Corvert {pacal) | S0 (@133V) - EED
Powercow Current <MDuk <0k

Genaral

Opereting Frequency ERED SMZ4GH:

[ UEGT + 1 08" [24300m x 2 7Bhem) L9 1 287 (2 4%am 3 2B4cm)

Opereting Tempersnure 1086 C fndustil 4012 B C ekt

Arterve Oglions Integrted Whey T of UL Cennecter nlagaled Whe, Chis o U FL Conredar

Nabworking & Socurity

Supported Network Topangies Pt lopoind, Prmaomulbpin & Pasropess

E‘;m::,:‘:: 161Dt Sequence Channss [T —

Adkessing Cplone PANID, Cheannel and Ackeses FANID, Charndl and Adchesses

Agancy Approwals

Unled Sesies (FOC Pa 15347) | OURXEEE OLRLNBEEPRD

sy Caneta ) 2188 XEEE 12140 YEEEFRD

Ewrcpe (CE) ETS ETSI (Mest 10 dBim ramsmil power cutpuf]*

Iepen ™ DURYCAIErA (Mot H0 cim enem L powes "

* When aperating in Eurape: ¥Bee PRO RF Mesdules must be configured o operate ata maximam trarsmit power autpat level
af 10 dBrm. The power output level |s sat using the P carnmand. The PL parameter must aqual 0% (10 dBm).

Additianally, Eurapean regulations =t palate an EIRP povrer maximum of 1286 dBm (19 mW) for the XBee PRO and 12,11 dBm
for the XBee when infegrating high-gain antennas.

* When aperating In Japan: Transmit power sutput ks limited 1010 dBen. A special part number s requirad when ordering
modules approved for wse in Japan. Contact MasStream for more information [call 1-801-755.5885 or send e-malls to salesaman

streamunet].

Antenna Options: The ranges specilied are typical when using the integrated Whip (1.5 dBi) and Dipale (2.1 dBi) anten-
nas. Thee Chip antenna option provides advantages in its loom factar, however, it typically yislds shorter range than the

Whi and Dipale antenna opticns when transmitting sutdeos. For more information, refer 1o the XBee Antenna” appli-
cation note located on MaxStream’s web site (hitp-/  www.maxstream.net /support/knowledgetass faitiche_phprkb=153).

MaxStrearm ;. © 006 MaoxSty
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APPENDIX F: X-BEE MODULE PIN CONFIGURATION

APPENDIX F

1.5. Pin Signals

Figare 1-03, XBeeXBee-PRO RF Module Pin Numbers

itop sides shown - shields on bottom) win wis s
e o 38

ran 1 i a1
s 1 o v

Table 102 Pin Assignments for the XBee and XBeePRO Modisles
(Lo -asserted signaks are distinguished with a borizantal live above signal name.)

Fin # Name Directon Descrphon

1 Voo Powet suppty

b oouT Chipul LART Dista Ol

3 DA/ COMFIG Ingd LWRT Drats In

q i) Oupul Digitdl Cudput B

5 RESET Irignd Wiodiube Reraed freseed pistaes muest be-al B! 200 ns)
B PO/ REE Ouipui P Dudpul O ¢ RX Signal Sirength Indicaiar

T FAt Oupul PAWM Oulput 1

[ [resarved] Dot ecnned

& OTR{ 5LEEF_RQ /08 Ingnd Fin Slesp Conral Line or Digital Ingul B

H GO (Soured

1 ADd DHOE Eilhes Analog Ingul 4 or Diglal IO 4

] CT& /CH0T Eslhet Cear-Li- Bend Flow Conbel or Digita WO 7

13 O SLEEP Cpul Medule Sakes Indealy

] WREF nput oliage Refeence for AD Inputs

15 Associak: | ADS/ DS Eslhet Aspor b el Aralog Ingnd 5 or Digilal 19D 5
# RTS | ADG T DICE Esihes RaueesieiorSerd Flow Canirol, Anaing Ingul & of Digial 10 &
7 AL/ DHD3 Eslhet Andlog Ingid 3 or Duglal IO 3

18 ADZ/ N2 Eilhes Analog Ingul 2 or Diglal LD 2

L] A /DA Esher Analog Ingud 1 or Dagial LD ©

2 AD0/ DHDD Eilher Analeg Ingul O or Diglal U0 O

“ Punction Is not supported at the time of this release
Design Notes:
= Minimum connections: W2C, GND, COUT & DIN
* Minimum connactions for updating firmware: WOC, GND, DIM, DOUT, RTS & OTR
= Signal Direction is specified with respect to the module
« Module inclugdes 3 SOK 1 pull-up resistsr attached to RESET
» Several of the input pull-ups c2n be configured using the PR eommand
= Unused pins should be left disconnacted

" MaxStrearm. © 1006 Mustran, Ic.
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APPENDIX G: JAVA PROGRAM

Java program used for the project

/*
* StudentView.java

*/

package student;

import java.sqgl.Connection;
import java.sqgl.Statement;
import java.sql.DriverManager;
import java.sgl.ResultSet;

import java.sql.SQLEXxception;

import java.text.SimpleDateFormat;

import java.text.DateFormat;

import javax.comm.*;
import java.io.*; // enables input and output stnsa

import java.util.*; //?

import org.jdesktop.application.Action;

import org.jdesktop.application.ResourceMap;
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import org.jdesktop.application.SingleFrameAppiicat
import org.jdesktop.application.FrameView;

import org.jdesktop.application.TaskMonitor;

import org.jdesktop.application.Task;

import java.awt.event.ActionEvent;

import java.awt.event.ActionListener;

import java.util. ArrayList;

import java.util.List;

import javax.persistence.RollbackException;

import javax.swing.Timer;

import javax.swing.lcon;

import javax.swing.JDialog;

import javax.swing.JFrame;

import javax.swing.event.ListSelectionEvent;

import javax.swing.event.ListSelectionListener;
import org.jdesktop.beansbinding.AbstractBindingéiner;
import org.jdesktop.beansbinding.Binding;

import org.jdesktop.beansbinding.PropertyStateEvent

/**
* The application's main frame.
*/

public class StudentView extends FrameView {

[** Creates a new instance of Connection */
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public SConnection()
{I*Open COM1 port for communication*/
try
{
TimeStamp = new java.util.Date@tiang();
serialPortl = (SerialPort) portlden("Connection”, 1000);
taOutput.setText(taOutput.getText(JimeStamp + " " + portld1l.getName() + "
opened for scanner input\n™);

}

catch (PortinUseException e)

{

}
try
{I*check for incoming input*/
inputStream = serialPortl.getinpug&m();

}

catch (IOException e)

{

try

serialPortl.addEventListener(this);
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catch (TooManyListenersException e)

{

}

serialPortl.notifyOnDataAvailable(true)

try

{/*Define properties of the serial pdrt
serialPortl.setSerialPortParamsj960
SerialPort.DATABITS_8,
SerialPort. STOPBITS 1,

SerialPort.PARITY_NONE);

serialPortl.setDTR(false);
serialPortl.setRTS(false);

}

catch (UnsupportedCommOperationExcepiof}

readThread = new Thread(this);

readThread.start();

public void startPort()//old main method
{*establish the existance of serial port COMhoved to button click*/

try
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portldl = CommPortldentifier.getPorttiéer("COM1");
SConnection reader = new SConnection();

}

catch (Exception e)

{

TimeStamp = new java.util.Date().tosg();

System.out.printin(TimeStamp + ": CONt portld1);//display port identifier

System.out.printin(TimeStamp + ": msd1l+ e);//display an exception

}

public void run() {
try
{

Thread.sleep(100);

}

catch (InterruptedException e)

{

}

public void serialEvent(SerialPortEvent event)
{I*Check for data */
switch(event.getEventType())
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case SerialPortEvent. OUTPUT_BUFFER_EMPT
break;

case SerialPortEvent. DATA_AVAILABLE:
StringBuffer readBuffer = new SgBuffer();
int c;
try
{

while ((c=inputStream.read§)10)

{
if(c!=13) readBuffer.appk(char) c);

}

String scannedInput = readButi&tring();
TimeStamp = new java.util. DateString();
handlelnput(scannedinput);

outputStream = serialPortl.gepDtStream();

outputStream.write(scannedlrgriBytes());

javax.swing.JOptionPane.showddgeDialog( null, TimeStamp + "\n Received
Message: " + scannedinput );
inputStream.close();
}
catch (IOException e)
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}
break;
}
}
}
private void handlelnput(String input)
{

Connection connection = null;
Statement statement = null;
ResultSet resultSet;

int numberOfRows;

try

{

connection = DriverManager.getConnectiati{tjderby://localhost:1527/StudentAtt");

taOutput.setText(taOutput.getText() + "Sassfully connected.\n");

statement =
connection.createStatement(ResultSet. TYPE_SCROLEEMSITIVE,ResultSet. CONCUR

_UPDATABLE);
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resultSet = statement.executeQuery("Seleitom Students where CARD_ID =" +
input + "");
resultSet.last();
numberOfRows = resultSet.getRow();
if (numberOfRows == 1)
{
Attendance a = new Attendance();
DateFormat dateFormat = new SimpleDatefat("yyyy/MM/dd HH:mm:ss");
java.util.Date date = new java.util.©@t
String s = dateFormat.format(date);
a.setDatetime(s);
a.setStudentNumber((resultSet.getO@etn String()));
try {
entityManager.persist(a);
entityManager.getTransaction().catfm
attendancelList.add(a);
} catch (Exception e) {
e.printStackTrace();
entityManager.getTransaction()batk();

}

attTable.setName("attTable"); // NOI18N

org.jdesktop.swingbinding.JTableBinding jTableBinding =
org.jdesktop.swingbinding.SwingBindings.createJ&Biding(org.jdesktop.beansbinding.A
utoBinding.UpdateStrategy.READ_WRITE, attendancglagTable);
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org.jdesktop.swingbinding.JTableBind@glumnBinding columnBinding =
jTableBinding.addColumnBinding(org.jdesktop.beandbig.ELProperty.create("${datetime
}));

columnBinding.setColumnName("Datetime")

columnBinding.setColumnClass(Stringss)a

columnBinding =
jTableBinding.addColumnBinding(org.jdesktop.beandbig.ELProperty.create("${student
Number}"));

columnBinding.setColumnName("Studentiber”);

columnBinding.setColumnClass(Stringss)a

bindingGroup.addBinding(jTableBinding);

jTableBinding.bind();

taOutput.setText(taOutput.getText() +Catfd found and entry recorded in

database.\n");

}

else

taOutput.setText(taOutput.getText()Card not in database.\n");

}

catch (SQLException err)
{
taOutput.setText(taOutput.getText() + eBtting() + "\n");
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}
finally

{

try

statement.close();

connection.close();
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